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1. OBIIAE CBEJEHUS

1.1. VideoNet mpemocTaBiasiecT BO3MOXHOCTh 0O0ECICUMBATh HW3MEHEHHUE CITHCKa
O00BEKTOB JocTyna (JIrojeid M aBTOMOOWJIEH) U Ha3HAYE€HUE UM TPYyNI JOCTymna B 0aze
nanubix CKVY]l cTtopoHHuM npunoxkeHusiM (nanee — BHemHsis cucreMa) ¢ MOMOIIBIO
REST API.

1.1.1. Ina mepenaum cooOmieHuii, BHEmHSAS cucTemMa JODKHA IPEACTaBIISATH
coboit REST API kimueHt (ommcaHue HACTpPOHKH CM. B pasaene 2.2), Ui KOTOPOTo
VideoNet Oyner BeicTynaTh B KauecTBe cepBepa (OnrcaHne HaCTPOUWKH cM. B pazzaene 2.1).

1.2. I3mMeHeHue crucka 00beKTOB JI0cTyna (JIFoJiel 1 aBTOMOOMJICH ) U Ha3HAYEHUE
UM Tpyldn J0CTyHa peajn3oBaHo ¢ nomombio Moayns penaktuposanus b/l CKVY]I no
REST API (manee — MoayJib peakTHPOBAHUA).

1.2.1. Ins pa6otsl ¢ Bl CKY /] Mmonynb pegakTupoBaHus JODKEH pa3MeIaThes Ha
ocHoBHOM cepsepe bl CKVY /1.

1.2.2. K o1HOMY KOMIBIOTEPY MOXKET OBITh IMOAKIIOYEH TOJBKO OJWH MOIYJIb
pelaKTUPOBAHMS.

1.2.3. Jlna pabGoTel ¢ MOAyJNeM penakTUpoBaHus Ha KommbloTepe VideoNet
nomkHa 0bITh ueH3us «Moxynb pegaktupoBanus b/ CKY /] mo REST API» (SM-ACS-
API).

1.2.4. CymectByeT BO3MOKHOCTh 3a0JIOKUPOBAaTh MOAYJIb PEIAKTUPOBAHUS, B
pesynbrare yero penaktupoBanue bJ[ CKVY]I ¢ momomsto REST APl npousBoguthes He
Oyner.

1.3. U3menenus, Buecénnsie B b/l CKY ]/l ¢ momomipio MOIyasl pelakTUPOBAHUS,
npoTokosmpytorces B xxkypHaine «Konduryparus CKY I».

1.4. B cimyyae Gompiioro koimuectBa 3ampocoB kK VideoNet MoxkeT BOHUKHYTBH
CUTYyallUsl TIPU KOTOPOil 00paboTka 3ampocoB HE OyAET BO3MOKHA HEKOTOpoe BpeMs. B
TaKoM ciydae, B oTBeT Ha 3ampoc VideoNet BepHéT kon ommbOku cepBepa 503. 3ampoc

VideoNet Mo>kHO OyzieT HampaBUTh MOBTOPHO Yepe3 HEKOTOPOE BpEMSI.

© Koproparus CKAUPOC 4
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2. HACTPOMKA KOMIIBIOTEPOB U MOAYJIS
PEJAKTHUPOBAHUA

Buumanue! Bouinonnenue Hacmpoex, onucaHumvlx 6 pazderax 2.1 u 2.2,
HeoOxXo0umo moavko O pabomsi ¢ ucnoavzosanuem HTTPS. Ecimu Bei xomume
ucnoawvzosams HTTP — omkntouume nposepky SSL-cepmughukama 6o enewinel cucmeme u
8bINOJIHUME HACMPOUKU, ONUCAHHbLE 8 pazoene 2.3.

Koppexmhocmv  8binoOIHeHUsI HACMPOEK MONCHO NpOBepums Npu  NOoMOwU

mecmoego2o npunodicenust (cm. lpunoscenue k 00Kymenmy).

2.1. Hactpoiika cepBepa (komnbroTtepa ¢ VideoNet)

2.1.1. Ha xomnbloTepe, Ha KoTopoMm ycranoBieH VideoNet, samycrute Windows
PowerShell or umenn agmMuaUCTpaTopa.

2.1.2. Beequte crnenyroomyro komanay B Windows PowerShell mist Beimycka Ha
cepBepe SSL-ceprudukara (manee — Ceprudukar):

$cert = New-SelfSignedCertificate -certstorelocation cert:\localmachine\my -
dnsname JKenaemoe DNS umst

Hanpumep, ecnu DNS oonocen Ovime test.videonet.ru, mo xomanoa oondxicua
gvlensioems creoyrowum oopasom: $cert = New-SelfSignedCertificate -certstorelocation
cert:\localmachine\my -dnsname test.videonet.ru

2.1.3. BeeauTe creayronyro KOMaHay U CO3JIaHuUs ITapoJIs:

Spwd = ConvertTo-SecureString -String "JKenaemwiti napoav" -Force —
AsPlainText

[Tapob TOMKEH YKa3bIBaThCS B KaBBIYKAX.

[Ipumep romanowr: $pwd = ConvertTo-SecureString -String "112233" -Force —
AsPlainText

2.1.4. Beegute creAyoomyl0 KOMaHAy Il TOdydeHus HWHPOpMalUU O
ceprudukare:

$certpath = "Cert:\localMachine\my\$($cert. Thumbprint)"

2.1.5. BBequTe ClIEIYIONIYI0 KOMaHY JUIA dKCIOpPTa CO3JaHHOTO cepThudukara B

KEJITAEMYIO MAaMNKY:

© Koprnopamus CKAMPOC 5
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Export-PfxCertificate -Cert $certpath -FilePath IToaneii nyme nanku u ums
¢aiina.pfx -Password $pwd

Hanpumep, ons coxpanenus cepmuguxama c umenem «Certy ¢ nanxy F:\certificate
Komanoa O0ondicHa eviensdems  creoyiowum obpasom. Export-PfxCertificate -Cert
$certpath -FilePath F:\certificate\cert.pfx -Password $pwd

B pe3ynbTare BBINOJHEHUS KOMaH/Abl MOSBUTCS MHGOpMalus o0 3KcmopTe (CM.

Pucynok 1). B ykazanHyto nanky OyneT coxpaH€H ¢aiin cepTudukara.

New-SelfSignedCertificate cert:\localmachine\my test.videonet.ru
ConvertTo-SecureString 3

.Thumbprint)
D:\Work\cert.pfx

LastWriteTime Length Name

16.05.2024 11:15 2661 cert.pfx

Pucynok 1
2.1.6. [Tocne coxpanenusi (Qaitna ceprudukata HEOOXOAUMO TOIYUYUTHh E€rO
OTICUYaTOK JJIsl 100aBicHUs B KOH(urypanuonusiii daiin VideoNet. [1yis 3Toro BBeIUTE
cnenyronryro komanay B Windows PowerShell:
$cert. Thumbprint
2.1.6.1. CkonmpyiiTe 0TOOpa3UBIIMIACS OTIIEYaTOK cepTrduKara (cM. PucyHok 2).

m3

ste .Thumbprint
53967

> 3
J6FA7AGEBB1ECT7C72B

PS C:\Windows\sy
6E1E62D39F2FC3C5

2
2

Pucynox 2
2.1.7. Otkporite daitn «VideoNet.config», Haxomsmmiics B mamnke, B KOTOPYIO
ycraHosieH VideoNet (o ymomuanuro: C:\Program Files (x86)\SKYROS\VideoNet 9).
2.1.8. Jlo6aBbTe B (haiin B cekruio «Behaviour» ciaemyromnyro ctpoky (cM. PucyHok
3) U COXpaHUTE €ro:
<ETCRestService Thumbprint>Omneuamox
cepmugpuxama</ETCRestServiceThumbprint>

Hanpumep:

© Koprnopamus CKAMPOC 6
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<ETCRestServiceThumbprint>42a800962e93c245d45500da08ab3f26e701ff8d</E
TCRestServiceThumbprint>

<ETCRestServiceThumbprint>42a800962e93c245d45500daB8ab3126e701ff8d</ETCRestServiceThumbprint>

</Behaviour>
<!-- OTnago4Hbie napameTpbl -->
</VideolNetConfig>
Pucynok 3
2.1.9. Otkpotite daitn «hostsy, HaXOSIIIUICS 1o aapecy

«C:\Windows\System32\drivers\etc\hosts» u no6aBpTe B Hero IP-ampec xommbproTepa u

DNS wums1, koTopoe ObUTO yKa3aHO MPU BBIMTOTHEHUH KOMAaH/IbI, onmrucanHou B 1. 2.1.2 (cm.

Pucynoxk 4).
# localhost name resolution is handled within DNS itself.
¥ 127.0.0.1 localhost
# Rl localhost

|192.168.5.99 test.videonet.ru R——
Pucynoxk 4
2.1.10. [Tocire aTOrO 3amycTuTe CcoOXpaHEHHBIM (aitm cepTudukata (HaIpUMED,

«cert.pfx»). Otkpoercst «kMacrep ummnopra cepTuduraToB» (cM. Pucynok 5).

|

Macrep umnopra ceptudpmkatos

3TOT MaCcTep NoMoraeT KoNMpoBaTb CEDTMd)MKaTbI, CIMCKKU A0BEPUA U CNUCKK OT3biBa
CEpTMd’MKaTOB € NOKanbHOro AUCKa B XpaHunuuie CEDTMWKETOB,

CepTuduKaT, BblaaHHbIN LIEHTPOM CEpTUGMKELIM, ABNSAETCH NOATEEMKAEHNEN BalLei

AN4HOCTW M COAEPKMT MHDOPMALIIIO, HEOEX0AMMYIO ANSA 3ALUMTEI AGHHBIX UK

YCTEHOBNEHNA 3aLUMULEHHBIX CETEBbIX NOAKMIO|EHMA. XPaHUNMILE CepTUdNKETOB —

570 0BNacTb GUCTEMbI, MPeaHasHa4eHHanA ANA XPaHEHUS CePTUAMKATOB.
PacronoxeHue XpaHunnwa

© Texywwit nonbsosatens

(O NoxansHsiit KoMMBIOTED

[lns NPOAOIKEHNS HEXXMUTE KHOMNKY “flanee”.

Pucynoxk 5
2.1.11. BeiGepute nyHKT «JIOKambHBINM KOMITBIOTEP» U HAXKMHTE «Jlaneey.

2.1.12. TIpoBepbTte nms daiina B ctpoke «mst daiina» u Haxxmute «Jlaneey.

© Koproparus CKAUPOC
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2.1.13. BeeauTte nmapoJib, yKa3aHHBIN NP BHITTOJTHEHUU KOMaH/IbI, ONMTUCAaHHOH B TI.
2.1.3, B mone «Ilapomby.
2.1.14. Bxmouute mnapameTp «IloMeTUTh 3TOT KIIIOY KaK SKCIOPTHPYEMBII. . .»

(cM. Pucynok 6) u Haxmute «Jlamee».

=

3aWmTa C NOMOWBIO 3aKPLITOrO KAKOUa

[nga obecneyeHns HE30NacHOCTH 33KPLITHIN KNKOY 33LUMLLEH NaponeM.

BseauTe naponb ANs 3aKpbITOro KNK4a.

Maponb:
112233

MNoKasbiBaTh Napons

MapaMeTpbl MMNOPTa:

B/ ToMeTITL STOT KMOY KaK SKCNOPTMPYEMBIM, YTO NOSE0MMT COXPaHSTL
PE3EpBHYIO KOMMIO K/KoYa W NepeMelLaTh ero.

<NiovYa C nomMolwbio BesonacHoi BUPTyanusaLpm

BKNIOYMTL BCE PaCLUMPEHHLIE CBOINCTBA.

lanee OtmeHa

Pucynok 6
2.1.15. Beibepute nyHKT «IlomecTuTh Bce cepTUdUKATBI B CICAYIOIIEE
XpaHWIKLIE», a 3aTeM HaXMHUTe KHONKY «O030p». OTKpoercs okHO «BbiOop XpaHunuina
ceptuduKaTa.
2.1.16. B okxnHe «Bpibop Xpanwmuma —ceptudukatay BbIOEpHUTE  IYHKT
«JloBepeHHbIC KOpHEBBbIC IEHTPHI cepTudukamum» 1 Haxmure «OK» (cMm. PucyHok 7).

Haxxmute «Jlanee» B okHe MacTepa UMITOpTa CepTU(HUKATOB.

© Koprnopamus CKAMPOC 8
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=

Xpanwnuuie ceprupuxarTos

XpaHUnuWa cepTUOMKATOB - 3TO CUCTEMHBIE 06NacTH, B KOTOPbIX
XPEHATCA CEPTUDMKATEI,

Windows aBToMaTU4ecKky BoIBEpET XpaHUIMLLE, AW Bbl MOXETE YKa3aTb
pacrionoxeHne cepTUPUKaTa BPYHHYIO.

() ABTOMaTUYECKN BbIBPATSL XPAHUNMILE Ha OCHOBE TUNE CEPTUDMKATa
© MomecTiTs Bee cepTHdMKaTEI B CNEAYIOWEE XPaHUMLE

XpaHunuwe cepTudmuKaTos:

JloBepeHHbIe KOPHEBbIE LIEHTPbI CEPTUDMKALIMN 0630p... ]

lanee OTtmeHa

Pucynok 7
2.1.17. Ha miare «3aBeplieHre MacTepa HUMIIOPTa CePTU(GUKATOBY» HAXKMUTE
«Il"otoBoY. OTOOpa3uTcs coodbuieHne « IMImopT ycrnenrHo BITOTHEH.
Ha stom Hactpoiika cepBepa OyAeT 3aBeplieHa, M MOXHO OyJeT 3alycKaTh

VideoNet.

2.2. HacTpoiika kiueHTa (KOMIBIOTEPA C BHENIHEH CHCTEMO)

2.2.1. Tlepenecute (aiin cepruukara (¢ pacmupenueMm «.pfx»), cozmanHblil Ha
cepepe (cMm. 1. 2.1.5) Ha KOMIIBIOTEP-KIIHCHT.

2.2.2. Tlocne »toro 3amyctutre aitn ceprtudukara (Hanpumep, «cert.pfx»).
Otkpoercs «Macrtep ummopta ceprudukaron» (cM. PucyHok 5).

2.2.3. Beibepute nyHKT «JIOKanbHBIN KOMIIBIOTEPY» U HAXMUTE «Jlameey.

2.2.4. IIposepbTe ums ¢aiina B crpoke «Mms daiina» u Haxxmute «Jlaneey.

2.2.5. BBequTe mapoiib, YKa3aHHBIM MPU BHIOJHEHUH KOMAaH/IbI, OMUCAHHOW B TI.
2.1.3, B none «Ilapoiby.

2.2.6. BxmounTe mapamerp «I[IoMETHTH 3TOT KITFOY KaK 3KCIMOPTUPYEMBIH. ..» (CM.

Pucynok 6) n naxmure «Jlaneey.
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2.2.7. Boibepute 1nyHKT «lloMecTuth Bce cepTU(dUKATHI B  CIEAYIOIIEE
XpaHUJIUIIE», a 3aTeM HaXmMuTe KHONKY «O030p». OTKpoeTcs 0kHO «BpiOOp XxpaHuiIMa
ceprudurartay.

2.2.8. B oxne «Bp16op xpanunuiia ceptudukara» BeiOepuTe TyHKT «/loBepeHHbIE
KOpHEBBbIE IIeHTpbl cepTudukamumy u Haxmute «OK» (cm. Pucynok 7). Haxmure
«Jlamee» B OKHE MacTepa UMIIOpPTa CEPTU(PHUKATOB.

2.2.9. Ha mare «3aBepiieHne MacTepa HUMIOPTa CEPTHPUKATOBY» HAXKMUTE
«I"oToBO». OTOOpazutTcs coodiieHne « MIMmopT yCreuHo BhITTOTHEHY.

2.2.10. IToBTopute newctBus mo m. 2.2.2-2.2.9, HO B okHe «BbpIOOp XpaHWUIIHUIIA
ceprudurarta» (cM. 1. 2.2.8) BeiOepuTe MyHKT «JInaHOEY.

2.2.11. Otkpoiite daiin «hostsy, HaXOSIIHICS 1o aapecy
«C:\Windows\System32\drivers\etc\hosts» u mo6aBbre B Hero IP-agpec m DNS wums
cepBepa, KOTOpoe ObLIO yKa3aHO MPU BBIMIOJHEHUH KOMaHJIbl, onMcaHHou B 1. 2.1.2 (cwm.
Pucynok 4).

2.2.12. 3anyctute Windows PowerShell ot umenu agmunmucTparopa.

2.2.13. BeImmoHATE  CIAEAYIONIYI0 KOMaHAYy, YTOObI YCTaHOBUTH PACIIUPCHHE
Chocolatey:

Set-ExecutionPolicy Bypass -Scope Process -Force;
[System.Net.ServicePointManager]::SecurityProtocol =
[System.Net.ServicePointManager]::SecurityProtocol -bor 3072; iex ((New-Object
System.Net.WebClient).DownloadString(‘https://community.chocolatey.org/install.ps1’)

2.2.14. BpinonHuTe CIEAYIONYI0 KOMaHay, 4ToObl ycTaHOBUTH OpenSSL.

choco install openssl

2.2.15. BeimonnHATe  CcIEAyIOIMKME KOMaHALI NI TeHepanmuu  (BailjioB |3
ceprudukara (cM. Pucynok 8):

1. openssl pkcsl2 -in IHoanwvit nyme u ims cepmughuxama.pfx -clcerts -nokeys -out
THonnwiti nyme u ims cepmughuxama.crt

Hanpumep, openssl pkesl2 -in D:\Work\cert.pfx -clcerts -nokeys -out
D:\Work\cert.crt

© Koprnopamus CKAMPOC 10
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2. openssl pkcsl2 -in [loanvui nyme u wms cepmugurxama.pfx -nocerts -out
Tonnvi nyme u ims cepmughuxama -encrypted.key

3. openssl rsa -in Ioauwiii nymo u ums cepmughuxama-encrypted.key -out Iloamuwiii
nymo u ums cepmuguxama-decrypted.key

4. openssl pkcsl2 -in IHoanwii nyme u wms cepmugpuxama.pfx -out IHoanwvii nymeo

u umst cepmuchuxama.pem -nodes

2 Apmunucrparop: Windows PowerShell

Windows PowerShell
(C) KopnopauuAa Maiikpocodt (Microsoft Corporation). Bce npaBa auwuueHsbl.

YcTaHoBUTE nocnegHww Bepcuiw PowerShell anA HoBbix @yHkumi u ynydwenua! https://aka.ms/PSWindows

PS C:\Windows\system32> openssl pkcsi2 D:\Work\cert.pfx D:\Work\cert.crt
Enter Import Password:

PS C:\Windows\system32> openssl pkcsi2 D:\Work\cert.pfx D:\Work\cert-encrypted.key
Enter Import Password:

Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

PS C:\Windows\system32> openssl rsa D:\Work\cert-encrypted.key D:\Work\cert-decrypted.key
Enter pass phrase for D:\Work\cert-encrypted.key:

writing RSA key

PS C:\Windows\system32> openssl pkcsl2 D:\Work\cert.pfx D:\Work\cert.pem
Enter Import Password:
PS C:\Windows\system32>

Pucynoxk 8
2.2.15.1. Korma Windows PowerShell 3anpocutr mnaposib, BBeIuTe MapoJib,
yKa3aHHBIN TP BBIMOJTHECHUN KOMaH/IbI, OMMCaHHoM B 1. 2.1.3.
2.2.15.2. B pe3ynbTare BBINOJHEHUS KOMaH, OMUCAHHBIX B M. 2.2.13, B mamke

TOSIBATCSI paiiiibl ¢ pacmupeHusMu «.Crty, «decrypted.key» u «.pem» (cm. Pucyrok 9).
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[ cert.pem 17.05.2024 12:18 ®aiin "PEM" 4KB

D cert-decrypted.key 17.05.2024 12:17 ®ain "KEY" 2 Kb

[] cert-encrypted.key 17.05.2024 12:15 ®aiin "KEY" 3KB

5 cert.crt 17.05.2024 12:13 Ceptudukar 6e3o... 2 Kb
Pucynok 9

2.3. HacTpoiika moxyJsi perakrupoBanus B VideoNet

2.3.1. [lapameTpsl MOAyJsS peOaKTHpOBaHUs HacTpauBatoTcss B VideoNet Ha
ctpanune «uTerpanus».

Cmpanuya «Humeepayusy éxooum 6 epynny cmpanuy «Cems VideoNety cpeodwr
«Kongueypuposanuey.

2.3.1.1. Tlonpobnas uapopmaIys 0 HaCTPOUKE MOAYJIS PEIAKTUPOBAHUS U paboTe
co cTpanuIeit « aTerpamus» ykazana B PykoBojctse noibs3oBatens VideoNet.

2.3.2. Uto0Ob1 100aBUTh MOAYJb PEAAKTUPOBAHMS U 00€CIIEYUTh BO3MOXKHOCTh €T0
paboThl HEOOXOIUMO

1) BeiOpaTh B JepeBe 3JIEMCHTOB KOMIIBIOTEP, KOTOPBIH SIBISETCS OCHOBHBIM
cepsepom b/ CKVY/I;

2) YcranoButh (iaxkok «IIpuaumMats 3ampocs! mo REST API» B o0mactu cBoiicTB

BBIOpaHHOTO KoMIbroTepa (cM. Pucynok 10);

‘ Mouck oAl Obuiue

Mo noakntoueHnto | o Tunam
¥| MNpunHumats 3anpocsl no REST AP

v [ Bcacucrema

i

|

|~ C3 TECHWRITER (okansriii) (MR e s
(= ACS REST API TECHWRITE{

Pucynok 10

3) YcraHoBuTh HEOOXOAMMOE 3HaUeHUe mapamerpa «[lopt mis nogkimoueHuin» B
00JIacTH CBOMCTB BRIOpaHHOTO KoMIbIOTEpa (cM. Pucynok 10);
4) Haxarp kHONKY «Jl00aBUTh» Ha TMaHENd WHCTPYMEHTOB CTPAHHUIIBI

«HHTerpanusy;

© Koprnopamus CKAMPOC 12
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5) BeiOpath B BeIagaroriemM crrcke saeMeHT «ACS REST APy,

2.3.2.1. Ilpu noGaBneHUH MOAYIb PEAAKTHPOBAHUS OTOOpA3UTCS B JIEPEBE B BHUJIC
AJIEMEHTa C OINpeAeNIEHHBIM ToJib3oBaTesieM uMeHneM (mo ymonyanuto «ACS REST API
<Ums komnvromepa>y»).

2.3.3. [Ipu BbIACTIEHUN MOJYJSl PEAAKTUPOBAHUS B JIEPEBE AJIEMEHTOB, B 00JaCTH
CBOICTB 2JIEMEHTOB (B MPAaBOM YaCTH IKpaHa) OTOOPA3SITCS €ro CBOMCTBA.

2.3.3.1. CkpuHIIOT 00JIaCTH CBOWCTB MOJYJS PENAKTUPOBAHUS TMPEACTABICH Ha

Pucynok 11.

ACS REST API TECHWRITER

Obuume

Wmsa: | ACS REST APl TECHWRITER

Hactponku

MopT ANA NOAKNFOUEHUA:

Pucynok 11
2.3.4. YUtoOb1 3a05I0KMPOBATh MOAYJb PEAAKTUPOBAHUS U BPEMEHHO MPEKPATHUTH
npuéM 3arpocoB HEOOXOAMMO BBLICTUTH MOAYJb B JIEPEBE DJIIEMEHTOB M HaXaTh KHOIMKY

((BJIOKHpOBaTB 9JICMCHT» Ha MMaHCIIN UHCTPYMCHTOB.
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3. METOJbI TOBABJIEHUSI JAHHBIX B B/l CKY /] 13
BHEIIHEN CUCTEMBbI

3.1. Oomue cBegeHus

3.1.1. Jlna npoGasnenus npanHeix B bJI CKY/] BoemHss cucrtema m0DKHA
OTIIPaBUTH 3anpoc metogom POST.

3.1.2. B 3aronoBke Authorization JoKHBI OBITH TIEpeAaHbl apaMeTPhl Username
u password (Basic aBTopuzanmsi).

3.1.2.1. TpeOyemble sl aBTOpU3AlMM IapaMETPbl username u password
nepeialoTcs mojb3oBarensiM BHenHel cucteMbl B aIMUHUCTPATUBHOM MOPSIIKE.

3.1.2.2. lTonb3oBarens VideoNet, username u password KOTOporo OyayT
nepe/lalbl 171l aBTOpU3AIMU TIPU 3apoce JAHHBIX, TOJDKEH UMETh IIpaBa Ha MPOCMOTP U
penaktupoBanue b/ CKVY/I.

3.1.2.3. B cinyyae ecnu username u password He OyAyT COOTBETCTBOBATH IPYT
Ipyry uin OyayT Hem3BecTHBI, BHemHel cucreme Oyzaer nepenana omuodka ¢ kogom 401.

3.1.2.4. B cmyyae ecnu mosib30BaTelb, Y€l username u password UCIOIb30BaHbI B
3ampoce, He MMeeT mpaB i npocMorpa u penaktupoBanus bJl CKY]/l, Bremnei
cucreMe OyzeT nepenana omuoka ¢ kogom 403.

3.1.3. [TapameTpbl CTPOKH 3aIIpOCa OTCYTCTBYIOT.

3.2. looaBsenne noapasaesienusi B b/l CKY [l

3.2.1. lna nob6asnenus mnoxapazaeieHus B bJI CKY]l HeoOxoaumo OTHpaBUTH
3aIpOC METOOM:

POST https://{IP:port}/acs/group

rae {IP:port} — IP-anpec u mopt kommbiorepa VideoNet, siBisroierocs OCHOBHBIM
cepepom b/ CKVY 1.

Buumanue! Jlob6aBneHHoe TakuM 00pa3oM mMojpasfesnieHue OyleT HacjielnoBaTh
JOCTYIl Yy POAUTENBCKOTO TMOJApa3AeiieHusi, KOTopblii Ob1 Ha3HaueH B cpeae CKY]]
cuctembl VideoNet.

3.2.2. Teno 3anpoca B ¢popmare JSON 10mKHO ObITH 0043aTENBHO.
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3.2.2.1. Onucanue napamMeTpoB Tea 3ampoca npeacraBieno B Tabnuia 1.

Tabmuna 1
Ne Nwms Onucanne moJis Tun | O0s3. IIpumeuyanue
arpudyra

1. | GroupName Hazpanwue rpymibl string | +
(mompa3zaeneHust)

2. | ParentGroupld | Yaukanenslii uneatudukatop | GUID| - VYka3bIBaeTcs, €Ciiv rpymnmna
POIUTENBCKON TPYIIIBI (moxpaszaenenuie) BXOAUT B
(moxpa3zaeneHust) COCTaB JIPYTO# TPYIIIHI.

3.2.2.2. Ilpumep tena 3anpoca B popmare JSON:

"GroupName": "byxeanmepus”,
"ParentGroupld™:"6F9619FF-8B86-D011-B42D-00CF4FC964FF"

3.2.2.3. B cnyyae ecnu ykazanubiii ParentGroupld Oymer orcyrctBoBath B BJ]
CKVY /[, oyaet chopmupoBaH OTBET ¢ KoAOM 422 U TE€JIOM OTBETA, COASPKAIIUM 3HAYCHUE
HekoppekTHoro ParentGroupld.

{
"FailedParentGroupld":"6F9619FF-8B86-D011-B42D-00CF4FC964FF"

3.2.3. Ilpumep URL c 3amonHeHHbIMH TapaMeTpaMu JAJIsl BBIMOJIHEHUS METO/IA:

https://192.168.0.1:443/acs/group

3.24.B pesynprare ycnemHoro gobaBmenus B bJI CKVY]J[ rpynmsr
(mompazmenenus) Oymer chopmupoBan oTBeT ¢ komoMm 201 u Temom orBera B popmare

JSON.

3.2.4.1. Onucanue CTpyKTYphl OTBETA MpeacTaBieHo B Tabmuia 2.
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Tabmuna 2
Ne Nmn Onucanue moJis Tun | O0s3. IIpumeuanue
arpulyra

1. | Groupld VYuukanbubiil uaentupukarop | GUID| + Bo3zBpamaercs Ha3Ha4eHHBIN
rpynnsl (MoApa3aesieHus ) GUID

2. | GroupName HaszBanue rpymmsl string | +
(moapa3zaeneHus)

3. | ParentGroupld | Yaukaneusiii uaentuduxarop | GUID| - VYka3pIBaeTcs, €ciy rpymnmna
POAUTENHCKOM TPYIIIBI (moapazaeneHue) BXOAUT B
(moxpasneneHus) COCTaB JPYTOH I'PyIIIbI.

3.2.4.2. Tlpumep Tena orsera ¢ kogom 201 B popmare JSON:

{
"Groupld":"6F9619FF-8B86-D011-B42D-00CF4FC964FF",
"GroupName": "byxearmepus",
"ParentGroupld":"6F9619FF-8B86-D011-B42D-00CF4FC964FF"
}
3.3. JlobaByenue noxkHocta B B/l CKY ]
3.3.1. Jlna noGasnenust qopkHoctu B Bl CKY /] HEoOX0aMMO OTIPAaBUTH 3aIpocC
METOJIOM:

POST https://{IP:port}/acs/position

rae {IP:port} — IP-anpec u nmopt kommbiorepa VideoNet, siBisromierocss OCHOBHbIM
cepsepom B[ CKVY/I.

3.3.2. Teno 3anpoca B popmare JSON 10mKHO OBITH 00s3aTEIBHO.

3.3.2.1. Onucanue mapaMeTpoB Tela 3ampoca npeactaBieHo B Tabmuma 3.

Tabmuma 3
Ne HNwms aTpudyra Onucanue nmoJs Tun 00693. IIpumeuanue
1. PositionName HasBanwue 10DKHOCTH string | +
2. PositionDescription Onucanuie JOKHOCTH string | -
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3.3.2.2. Ilpumep tena 3anpoca B popmare JSON:

"PositionName": "I masnwiti 6yxeanmep”

3.3.3. [Ipumep URL c 3anonHeHHbIMU TapaMeTpaMHu JIJisi BEITIOJTHEHUSI METOIA:

https://192.168.0.1:443/acs/position

3.3.4. B pesynbrate ycnemuoro noGasienuss B bJl CKVY]l momxnoctu Oyner
chopmupoBan otrBeT ¢ kojoMm 201 u Tenom otBera B popmate JSON.

3.3.4.1. Onucanue CTpyKTYphl OTBETA MpecTaBieHo B Tabauna 4.

Tabnumna 4
Ne | Hmsa arpudyra Onucanne moJis Tun | O6s3. Mpumeuanue
1. | Positionld YHUKaJIbHBIN HIEHTH(HUKATOP GUID| + BosBpamiaercs
JOJHKHOCTH naznauenusii GUID
2. | PositionName HasBanue 10/mKHOCTH string | +
3. | PositionDescription| Onucanue 10DKHOCTH string | -

3.3.4.2. Ilpumep tena oreera ¢ kogom 201 B hopmare JSON.

"Positionld":"6F9619FF-8B86-D011-B42D-00CF4FC964FF",

"PositionName": "I'naeuwiii 6yxearmep"

}

3.4. JlooaBienue yesoBeka B B/l CKY /]

3.4.1. Jlna noGasnenus: denoBeka B b/l CKVY]/] HeoOXoauMO OTHpaBHUTH 3ampoc
METOJIOM:

POST https://{IP:port}/acs/person

riae {IP:port} — IP-anpec u mopt kommbioTepa VideoNet, sBisromnierocss OCHOBHBIM
cepsepoMm b CKV 1.

3.4.2. Teno 3amnpoca B hopmare JSON momxHO OBITH 0053aTETHHO.

3.4.2.1. Onucanue mapamMeTpoB Tea 3ampoca npeacraBieHo B Tabiuia S.
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Tabmuna 5
Ne Nmsa Onucanue moJs Tun | O6s3. | [Ipumeuanue
arpudyra
1. | Surname damums gyenoBeka string | +
2. | Name Nwms uenoBeka string | -
3. | Patronymic OTuecTBO YenoBeKa string | -
4. | Number TabenbHbINH HOMEP string | -
5. | Comment KommeHTapuii kK JaHHBIM Y€JIOBEKa string | -
6. | Positionld YHUKaJIbHBIN HIEHTH(HUKATOP JODKHOCTH GUID| -
7. | Groupld YHUKaIbHbBIN UIEHTU(DUKATODP IPYIIIbI GUID| -

(mompasaenenus)

3.4.2.2. Ilpumep Tena 3ampoca B popmare JSON:

"Surname ": "Ilempos”,

"Name ": "Ilemp",

"Patronymic”: "llempoesuu”,
"Number": "112"

3.4.2.3. B ciyuae eciu 3ampoc 0yzaer comepsxkatb Number, koropsrii yxe ectb B BJ]

CKVY /[, 6yner chopmupoBan orBeT ¢ koxom 422 u tenom orBera B (opmare JSON c

napaMeTpaMu 4yesioBeka (cM. Tabumia 6), y KOTOporo Takom e TaOelIbHbBIN HOMED.

{

"Personld":"6F9619FF-8B86-D011-B42D-00CF4FC964DD",

"Surname ": "Cemenos”,

"Name ": "Cepeeti”,

"Patronymic”: "l[lemposuu”,
"Number": 112"
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34.24.B caysae ecim ykaszamuele Positionld w/wmmm  Groupld Oymyr
orcyrctBoBaTh B b/ CKV]I, Oyaer cdhopmupoBan oTBeT ¢ KoJaoM 422 U TEJIOM OTBETa B
dopmare JSON, comepskamuii orcyrcrByromue B b/l CKY]] 3unauenus Positionld u/mmu
Groupld. Ho6asnenue yenoseka B bJ/I CKY [l ¢ mapamerpamu 3anpoca HE npousBogurcs.
{

"Positionld":"6F9619FF-8B86-D011-B42D-00CF4FC964FF",
"Groupld": "8F9619FF-8B86-D011-B42D-00CF4FC964DD"

3.4.3. ITpumep URL ¢ 3anoiHEHHBIMU TTapaMeTpaMu JIJIsl BHITIOJTHEHUST METO/1a:

https://192.168.0.1:443/acs/person

3.4.4. B pesynbrare ycnemHoro npob6asnenuss B bJI CKVY]l uenoBeka Oyner
chopmupoBan oTBeT ¢ kogoMm 201 u Tenom orBeta B popmare JSON.

3.4.4.1. Onucanue CTPYKTYphI OTBETA MpeicTaBiieHo B Tabnuia 6.

Tabnuma 6
Ne Nms Onucanue moJss Tun | O0s3. IIpumeuyanue
arpudyra
1. | Personld YHUKanbHBIN HIEHTH(QUKATOD GUID| + BosBpaiaercs Ha3HaUCHHBIN
YelloBeKa GUID
2. | Surname damuims yenoBeka string | +
3. | Name Wwms yenoBeka string | - Bo3sBpainaercs nepeganHoe B
4. | Patronymic | OTuecTBO 4ellOBEKa string | - bl CKV I snaucune
5. | Number TaGenbHbI HOMEP string | -
6. | Comment KommeHnTapuii K JaHHBIM yejoBeka | string | -
7. | Positionld YHUKaIbHBIN UACHTH(QUKATOP GUID| -
JIOJDKHOCTH
8. | Groupld YHUKaIbHBIA UIEHTHHUKATOP GUID| -
rpymnIbl (MoApa3aeIeHus)

3.4.4.2. Tlpumep Tena orera ¢ kogom 201 B popmare JSON:

"Personld":"6F9619FF-8B86-D011-B42D-00CF4FC964FF",
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"Surname ": "l[lempos”,
"Name ": "llemp",

"Patronymic": "l[lemposuu”,

"Number": 112"
}
3.5. lo6aByaenne asTomoomsisa B B[ CKY /]
3.5.1. Jlna no6asnenus aBromoouiist B b/l CKVY /] HeoOXoauMo OTIPaBHTh 3aIrpoc
METOJIOM:

POST https://{IP:port}/acs/car

rae {IP:port} — IP-anpec u nmopt kommbroTepa VideoNet, sBisronierocss OCHOBHBIM
cepsepom bJ] CKVY /.

3.5.2. Teno 3amnpoca B popmare JSON 10mKHO OBITH 0053aTETHHO.

3.5.2.1. Onucanue mapamMeTpoB Tea 3ampoca npeacraBieno B Tabnuia 7.

Tabmuna 7
Ne HaumeHoBanue HaumeHoBanue Tun O0s3.
IIpumeuanue
arpudyra 10JI JAAHHBIX
1. | CarNumber Howmep string +
2. | Color L{Ber int - Bo3MoykHbIC 3HAYEHUS CM. B II.
3.5.2.2.
IIpu orcyrcTBHM napameTpa
Oynet ycraHoBiieHO 3HaueHue 0
3. | Model Mopuens string -
4. | Comment KommenTapwuii k string -
JTAaHHBIM
aBTOMOOUJIS

3.5.2.2. Tlepeuennb BO3MOXKHBIX 3HaYeHHI napameTpa Color (tum int), mpeacrasicH

B Tabimma 8.

© Koprnopamus CKAMPOC 20



VideoNet Mertozpt pabotst ¢ BJI CKY /] mo REST API

Tabmuna 8
Ne n/m Color Ha3Banmue nsera
1 0 OTcyTCTBYET 3HAaUEHUE [[BETA B IapaMeTpax aBTOMOOUIIS
2 1 UYepHbiii
3 2 Cepebpuctsblit
4 3 benprit
5 4 Ceperit
6 5 Cunnit
7 6 Kpachbrit
8 7 3eneHblit
9 8 Kopuunessrii
10. 9 bexenbirii
11 10 [Nomy6Goit
12. 11 3omnoToii
13. 12 [TypriypHbrii
14. 13 duoneToBbIit
15 14 Kentoii
16. 15 OpanxeBbiit
17 16 Po3oBbIit
3.5.2.3. [Ipumep tena 3ampoca B popmare JSON:
{

"CarNumber":"Y140KX178",
"Color":3,
"Model"™:" VW Polo"

3.5.2.4. B cnyuae ecnu 3arpoc Oyzaert coaepxkath CarNumber, KOTOpBIH yKe €CTh B
bl CKVY/l, Oyner chopmupoBan oTBeT ¢ kKoaom 422 u Tenom oreera B popmare JSON ¢
napamerpamu aBTomMoOmis (cM. Tabnuma 9), y koroporo Takoi ke Homep. [{oGaBrienue
apromoowist B b/ CKVY /I ¢ mapamerpamu 3anpoca HE npousogurcs.

3.5.3. [Ipumep URL c 3anmoHeHHBIMU TTapaMeTpaMHu JIiJisi BHITIOTHEHUST METO/IA:

https://192.168.0.1:443/acs/car
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3.5.4. B pesynbrare ycnemnoro nob6asnenus B b/l CKVY]l aBromobmns Oynet
chopmupoBan oTBeT ¢ kojoM 201 u Tenom oteera B popmate JSON.

3.5.4.1. Onucanue CTPYKTYphl OTBETA MpeicTaBiieHo B Tabnuia 9.

Ta0numna 9
No HaumenoBanue HaumenoBanue Tun O0s13.
IIpumeuanue
aTtpulyTa L JTAHHBIX
1. | Carld VHUKaIbHBIA GUID + Bo3sBpamaercs HazHaueHHBIH
UACHTU(UKATOD GUID
aBTOMOOMJIS
2. | CarNumber Howmep string +
3. | Color L{Ber int + Bo3MmoskHBIE 3HAYEHHUS CM. B 1.
3.5.2.2.
BosBpamiaercs nepenanHoe B
b1 CKV]I 3nauenne
4. | Model Monenb string - Bo3sBpaiaercs nepenaHHoe B
b1 CKV]I 3nauenne
5. | Comment KommenTapuii k string - Bo3sBpamiaercs nepenanHoe B
JTAHHBIM bJ1 CKVY/l 3nauenue
aBTOMOOMJIS

3.5.4.2. IIpumep tena oreera ¢ kogom 201 B popmare JSSON:

"Carld":"6F9619FF-8B86-D011-B42D-00CF4FC96400",
"CarNumber":"Y140KX178",

"Color":3,

"Model":" VW Polo"
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4. METOABbI TIOJIYYEHUSA JAHHBIX U3 B/ CKY ]

4.1. O01mue cBeaeHNs

4.1.1. BaemHsasa cuctema s moiaydeHus gaHHeIx w3 BJ CKVY]l nomxaa
OTIIPaBUTH 3ampoc mMetoaom GET.

4.1.2. Tlopsiaok aBTOpM3aluu ykasaH B 1. 3.1.2.

4.1.3. OTBeT Ha 3alpoc MOXKET COJIepkKaTh 00JIee OHOM CTPaHUIIBI.

4.1.3.1. [TomHOE KOJWUYECTBO CTPAHMI] OTBETOB YKAa3bIBAE€TCS B IMapaMeTpe OTBETa
TotalPages.

4.1.3.2. Jlns oOpatieHus: K HEOOXOAUMOM CTpaHUIle OTBETAa HEOOXOUMO MOBTOPHO
OOpaTHTBhCS C 3ampocoM, YyKa3aB B 3HAaYeHWUW mapamerpa Page TtpeOyemblii HOMED.
Hywmeparus crpanun HaunHaeTcs ¢ 0.

IIpumep: TotalPages = 5. [ns nonyuenusi 6cex cmpanuy omeema HeoOX0OUMO

nociedosamenvHo omnpasums 3anpocsi ¢ Page = 0,1,2,3,4.

4.2. 3anpoc cnucKa rpymnm J0cTyna

4.2.1. ]Ins moiiydeHUs CHHCKa TPYNI JOCTyna HEOOXOIUMO OTHPaBUThH 3arpoc
METOJIOM:

GET https://{IP:port}/acs/accessgroupslist

rae {IP:port} — IP-anpec u nopt kommbiorepa VideoNet, siBisrorerocss OCHOBHbIM
cepsepom B[ CKVY/I.

4.2.2. TlapameTp CTPOKH 3ampoca MOXKET OTCYTCTBOBATh.

4.2.2.1. Onucanue napaMmeTpa CTPOKHU 3arpoca npencrasieHo B Tabmuna 10.

Tabmuma 10
Ne | HammMmeHnoBaHme Onmncanune Tun O0s3.
IIpumeuyanne
arpudyra JAHHBIX

1. | Page CrpaHulia TaHHBIX, int - Ot 0 u nanee.
KOTOPYIO HEOOXOAMMO [Ipu oTcyTcTBUU TapameTpa
BEPHYTb. OyneT Bo3BpaleHa ctpanuia 0

(mepBast cTpaHMIIa).
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4.2.3. Ilpumep URL c 3amoHeHHBIMH MTapaMeTpaMu ISl BBITIOJTHEHUST METO/Ia:

https://192.168.0.1:443/acs/accessgroupslist?Page=0

4.2.4. B pe3ynbrare ycnenrHon oopadoTku 3ampoca Oyner copMHUpOBaH OTBET C

kozoMm 200 u Tenom otBeTa B popmare JSON.

4.2.4.1. Onucanue CTPyKTyphl OTBETA mpejcTaBieno B Tabmuia 11.

Tabmuma 11

Ne HNwms aTpudyra Onucanmne moJs

Tun

00s3.

IIpumevanne

1. | TotalNumber Ob6miee
KOJIMYECTBO
3anuceit (rpynn
nocryna) B bJ
CKY [

int

2. | TotaINumberOnPage | KomuuectBo
3aIucel Ha

TEKYILLEW CTpaHHUIle

int

3. | TotalPages Bcero cTpanui ¢

OTBCTaMHU

int

4. | Page Homep Tekymei

CTpPaHUIIbI

int

CooTBeTCTBYET HOMEPY

3aMPOIICHHON CTPaHMITbI

5. | AccessGroupsList Maccus ¢

ONHMCAaHUEM T'PYIIII

noctryna b/ CKY 1

AccessGroup| +

MHuoxecTBO 3anuceil o
rpyInmax gocTymna.
Ommcanue OJI0Ka

AccessGroup cMm. B 11. 4.2.4.2

4.2.4.2. briok nanubix AccessGroup coaepXuT napameTpsl, OnrcaHHbie B Tabsmia

12.
Tabmuma 12
Ne | HaumeHoBaHue Tun O0s3.
HanmenoBanue moJist IIpumeyanne
arpudyra JAHHBIX
1. | AccessGroupld YHUKaIbHBIA GUID +
UICHTH(PUKATOP TPYIIITHI
J0CTyIa
2. | NameGroup Wwmst rpynmsl noctyna | string +
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Ne | HaummeHnoBanme Tun O0s3.
HaumeHoBaHue moJjas IIpumeyanne
arpudyra JAHHBIX
3. | Comment KommenTapuii k rpymme | String - Ecnu 3HaueHue orcyTcTBYET B
JlocTyna bl CKY I, To mapameTp MOXeET
OTCYTCTBOBATh B OTBETE.

4.2.4.3. Ilpumep tena orera B popmare JSON:

{
"TotalNumber": 2,
"TotalNumberOnPage": 2,
"TotalPages ": 1,
"Page": 0,
"AccessGroupsList™: [
{
"AccessGroupld": "6F9619FF-8B86-D011-B42D-00CF4FC964DD",
"NameGroup”: "Omoen npoodasic ons compyoHuxos"
H
{
"AccessGroupld": "6F9619FF-8B86-D011-B42D-00CF4FC964D9",
"NameGroup”: "Bve30 na napxosky",
"Comment”: "I'pynna monvko 0na compyonuxog”
}
|
}

4.3. 3anpoc JaHHBIX O IPyIIe J0cTyna

4.3.1. lna noiay4deHus JaHHBIX O TPYIIE TOCTyNa HeOOXOIUMO OTIIPABUTH 3aIpPOC
METOJIOM:

GET https://{IP:port}/acs/accessgroup/{AccessGroupld}

rae {IP:port} — IP-anpec u nmopt komnbrotepa VideoNet, siBisromnierocss OCHOBHBIM

cepepoMm b CKV I;
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rae {AccessGroupld} — yHukambHbIN HASHTH(PUKATOP TPYIIILI JOCTYIIA.

4.3.1.1. B cmywsae ecmu 3ampoc Oymer comepxkarh AccessGroupld, koropsbrit
orcyrcrByet B b/l CKY I, Oyner chopmupoBan oTBeT ¢ kojoMm 404.

4.3.2. [lapaMeTpbl CTPOKH 3a1Ipoca OTCYTCTBYIOT.

4.3.3. Ilpumep URL c 3anonHeHHBIME TapaMeTpaMu JJis BHITIOJIHEHUS METO/1a:
https://192.168.0.1:443/acs/accessgroup/6F9619FF-8B86-D011-B42D-00CF4FC964DD

4.3.4. B pesynbrare ycnenrHon o0paboTKu 3ampoca Oyner copMHUpPOBaH OTBET C
koqoM 200 u Tenom otBeta B hopmare JSSON.

4.3.4.1. Onucanue CTPYKTyphl OTBETa mpecTaBiieHo B Tadnuia 13.

Tabmuma 13
Ne HNms arpudyra Onucanne moJst Tun O0s3. IIpumeyanne
1. | AccessGroup Onucanue rpynnsl | AccessGroup| + Onucanue 6110k
AccessGroup cm. B 1. 4.2.4.2

2. | AccessPointsList Cnucok ycrpoiicts | AccessPoint | + Onucanue CTPYKTyphbI
JIOCTYIIA, AccessPoint mpeacTaBieHo B
BXOJSIIIUX B m. 4.3.4.2
TpyImy A0CTyna

4.3.4.2. Onucanue crpykTypsl AccessPoint, mnepenmaromieir B Tene 3ampoca

napaMeTpbl TOYKU JTOCTYIA, TIpeIcTaBieHo B Tabmmia 14.

Tabmuna 14
Ne | Hmsa arpudyra Onucanue moss Tun O0s3. | [Ipumevanne
1. | AccessPointld YHUKaJIbHBIN HIEHTH(HUKATOP GUID +
YCTPOKCTBA JOCTYyNa
2. | AccessPointName | Mms ycTpoiicTBa 1ocTyma string +
3. | ScheduleTemplates| MaccuB U3 yHUKaIbHBIX ScheduleTemplateld| +

UACHTU(UKATOPOB 111a0JI0HOB
pacrnucanui, ¢ KOTOPbIMHU
CBSI3aHO YCTPOMCTBO JOCTYIIa B

JTAHHOM rpyIlie J0oCTyIa
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4.3.4.3. [Ipumep tena orera B popmare JSSON:
{
"AccessGroup": {
"AccessGroupld": "6F9619FF-8B86-D011-B42D-00CF4FC964DD",

"NameGroup”: "Omoen npoodasic onss compyonuxos”

H

"AccessPointsList": [
{
"AccessPointld": "6F9619FF-8B86-D011-B42D-00CF4FC944D5",

"AccessPointName": "Bxoo é cmonosyo”,

"ScheduleTemplates": [ "6F9619FF-8B86-D011-B42D-00CF4FC944B3" ]

H

{
"AccessPointld": "6F9619FF-8B86-D011-B42D-00CF4FC944GT7",

"AccessPointName": "Bxoo 6 cosewanxy",

"ScheduleTemplates": [ "6F9619FF-8B86-D011-B42D-00CF4FC944B3" ]

4.4, 3anpoc cnUCKa COTPYAHUKOB
4.4.1. Jlna momydeHHs CIHCKA COTPYJHUKOB HEOOXOAMMO OTIPAaBUTH 3ampoc
METOJOM:

GET https://{IP:port}/acs/personslist

riae {IP:port} — IP-anpec u mopt kommbiotepa VideoNet, sBisromnierocss OCHOBHBIM
cepsepoM b/ CKV 1.

4.4.2. TlapameTp CTPOKH 3apoca MOXKET OTCYTCTBOBATh.

4.42.1. Onwucanue mapamerpa CTPOKH 3arpoca npeacrabieHo B Tabmuma 15.
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Tabmuua 15
Ne | HammvmenoBaHmue Onucanue Tun O0s3.
Mpumeyanue
arpudyra AAHHBIX
1. | Page CrpaHuIia JaHHBIX, int - Ot 0 u nanee.

KOTOPYIO HEOOXOAUMO

BEPHYTb.

[Ipu oTcyrcTBUM napameTpa
OyzneT Bo3BpaleHa ctpanuia 0

(mepBas cTpaHuLa).

4.4.3. TIpumep URL c 3anonHeHHbIMY apaMeTpamMu AJis BHITOJIHEHUS METO/1a:

https://192.168.0.1:443/acs/personslist?Page=0

4.4.4. B pesynbrare ycnenrHon oOpaboTku 3ampoca OymeT copMHUpPOBAaH OTBET C

kosoM 200 u Terom otBeta B popmare JSSON.

4.4.4.1. Onucanue CTPYKTYphl OTBETa NpeacTaBieHo B Tabmnuma 16.

Tabmuua 16

Ne HNmsa aTpudyra Onucanue moJs Tun O003. IIpumeuanue

1. | TotalNumber OO0ee KoMuecTBo | int +
3anucen
(COTpYIHUKOB) B
bJI CKY I

2. | TotaINumberOnPage | KommuectBo int +
3anuce Ha
TEKYILEH CTPAHULIE

3. | TotalPages Bcero crpanuis ¢ int +
OTBETaMHU

4. | Page Howmep Texymeit int + CooTBEeTCTBYET HOMEPY
CTpaHHUIIBI 3aMpPOIICHHON CTPAHUIIBI

5. | PersonsList Maccus ¢ PersonResult| + MHOXecTBO 3amucei o
OIKCaHUEM COTPYAHHKAX.
COTPYAHHUKOB Onucanue 6110Ka

PersonResult cMm. B 1. 4.4.4.2

4.4.4.2. Onucanue cTpyKTypsl PersonResult,

napaMeTpsl YeIoBeKa, MpeacTaBieHo B Tabmmma 17.

nepearolield B Tele  3ampoca
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Tabmuma 17
Ne Nwms arpudyra Onucanue nmoJs Tun | O6s3. IIpumeuanue
1. | Personld VYuukanbubiil uaentupukarop| GUID| +
JeoBeKa
2. | Name Wms genoBeka string | -
3. | Patronymic OT4ecTBO YeoBeKa string | -
4. | Surname damums yenoBeka string | +
5. | Number TabenbHbIN HOMED string | -
6. | Positionld VYuukanbubiil unentupukarop| GUID| -
JOJDKHOCTH
7. | PositionName Hassauue n0mKHOCTH string | -
8. | Groupld Yuukansabli uaeatudukarop| GUID| -
rpymnsl (oApa3ieieHus), B
KOTOPYIO OIPE/ICIICH YSIOBEK
9. | GroupName HaszBanue rpymmsl string | -
(mompasaenenHus), B KOTOPYIO
ONpe/IeNeH YelIOBEK
10. | Comment KoMmMeHnTapuii K JTaHHBIM string | -
JeoBeKa
11.| PersonalPhoneNumber | Homep nuuHoro tenedona string | -
12.| WorkPhoneNumber Homep pabouero tenedona | string | -
13. | Email AJpec 3JEKTPOHHOM MOYTHI string | - Ecau nouToBBIX anpecos

HECKOJIbKO, TO OHU OYIyT

OTZEJIEHBI YT OT Apyra

TOYKOMU C 3aIIsITON

4.4.4.3. [Ipumep tena orera B popmare JSSON:

"TotalNumber": 1200,

"TotalNumberOnPage": 100,

"TotalPages ": 11,
"Page": 0,
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"PersonsList": [

{
"Personld":"5615E6F9-79C3-4623-9B18-21C194FEC2CC",
"Name": ”Cepeeti”,

"Patronymic": ”Heanosuu”,

"Surname": "I[lempos”,

"Number": 3541,
"Positionld":"55A0A0A1-570F-4A89-AA86-0AE7AB62E4FD",
"PositionName":”Oxpannux”,
"Groupld":"372082C9-49C7-4A6D-959D-AD8B480D9FF9",

"GroupName":”Omoen 6e3onacnocmu’”

h

"Personld":"5615E6F9-79C3-4623-9B18-21C194FEC2CC",

"Name": ”Cepeeti”,

"Patronymic":”Heanosuu”,
"Surname": "Ilempos”,

"Number":’3541 ",
"Positionld":"55A0A0A1-570F-4A89-AA86-0AE7ABG62E4FD",
"PositionName":” Oxpannux”,
"Groupld":"372082C9-49C7-4A6D-959D-AD8B480D9FF9",

"GroupName":”Omoen 6ezonacnocmu”

.........
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4.5. 3anpoc JaHHBIX 0 YeJIoBeKe

4.5.1. JIng monydeHUs JaHHBIX O YEJIOBEKE HEOOXOJAMMO OTIIPABUTH 3aIpoc
METOJIOM:

GET https://{IP:port}/acs/person/{Personid}

rae {IP:port} — IP-anpec u nmopt kommbrotepa VideoNet, siBisromierocss OCHOBHBIM
cepepoMm b CKV I;

rne {Personld} — yHukanbHbIH HaeHTH(GHUKATOP YETIOBEKA.

4.5.1.1. B cmyuae ecnu 3anpoc Oyzaer comepxkath Personld, KoTopslii OTCYyTCTBYET
B bJI CKVY I, 6ynetr chopmupoBan oTBeT ¢ kojioM 404.

4.5.2. [lapameTpbl CTPOKH 3amIpoca OTCYTCTBYIOT.

4.5.3. [Ipumep URL c 3amoHeHHBIMH MTapaMeTpaMu Il BBITIOJTHEHUST METO/Ia:

https://192.168.0.1:443/acs/person/5615E6F9-79C3-4623-9B18-21C194FEC2CC

4.5.4. B pe3ynbTare ycrnenrHo o0paboTku 3ampoca OyAaeT copMHUpOBaH OTBET C
kozoMm 200 u Tenom orBeta B popmare JSON.

4.5.4.1. Onrcanue CTPYKTyphI OTBETa npencTaBieHo B Tabmuma 18.

Tabmuma 18
Ne HNwms arpudyra Onucanue nmoss Tun O0s3. IIpumeyanne
1. | PersonDescription bnox onucanus PersonResult + Omnucanne 0JI0OKa JaHHBIX
napaMeTpoB npencTaBieHo B 1. 4.4.4.2.
9eloBeKa
2. | Blocked [Tpusznak bool + [Tpu3Hak OJOKHMPOBKH
OJIOKHPOBKH JIOCTYTIa YEJIOBEKY.
JOCTYTIa true — noctyn GJIOKHpPOBaH;
false — nocrym paspeien mo
OIpENEeTICHHBIM IS
YeI0BeKa TPYIIaM J0CTyIIa
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Ne HNms arpudyra Onucanne moJis Tun 0013. I[Ipumeuyanue

3. | AccessGroups Maccus u3z GUID | AccessGroupld| - OTtcyTcTBHE MaccuBa WK
TPy JOCTYyTa, MO AIIEMEHTOB B HEM O3HAYaeT,
KOTOPBIM 9TO y YeJIOBEKa HET JI0CTYIa
HE00XO0MMO Ha O0BEKT.
MPEIOCTaBISATh
JOCTYTI

4. | KeysData Maccus ¢ Keyld - MaccuB MOXeT
HOMEpaMH OTCYTCTBOBATh, €CITN
KIIIOUYEH, YEJIOBEKY HE BBIJAHBI
3aKpEeIUIEHHBIX 32 KITIOYH.
YeJI0BEKOM

4.5.4.2. Tlpumep Tena orBera B hopmare JSON:

"PersonDescription”:
{
"Personld":"5615E6F9-79C3-4623-9B18-21C194FEC2CC",
"Name": ”Cepeeui”,
"Patronymic":”Heanosuu”,
"Surname": "I[lempos”,

"Number": 3541,
"Positionld":"55A0A0A1-570F-4A89-AA86-0AE7AB62E4FD",
"PositionName":” Oxpannux”,
"Groupld":"372082C9-49C7-4A6D-959D-AD8B480DIFF9",
"GroupName": ”Omoen 6ezonacnocmu”

H
"Blocked":false,
"AccessGroups™:[
"6F9619FF-8B86-D011-B42D-00CF4FC964DD", "6F9619FF-8BB6-D011-B42D-
O00CF4AFC964FF"

]
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"KeysData":[ "F24D3D59-0BF8-49B5-A156-FC03939ADO0OF9", " DC6B701B-1C48-
4235-AFAB-B7C88BEF8C69" ]

]

4.6. 3anpoc npeacraBuTeIbcKkoi GoTorpadum yejioBeka

4.6.1. JInsg nmonmydeHus: peACTaBUTENIbCKON (oTorpaduu denoBeka, pa3MenéHHON
B CBOMCTBax 4deoBeKka Ha 3akiaake «Oomas nadopmarusy B cpeae CKVY ]I, Heo6xoaumo
OTIIPaBUTh 3aMPOC METOJIOM:
GET https://{IP:port}/acs/person/mainphoto/{Personld}
rae {IP:port} — IP-anpec u nmopt kommbroTepa VideoNet, sBisronierocss OCHOBHBIM
cepsepom b/l CKVY /;
rne {Personld} — yHukanpHbII HaeHTH()HUKATOP YETOBEKA.
4.6.1.1. B cnyuae ecnu 3anpoc Oyzaer coaepxath Personld, KoTopblif 0TCyTCTBYET
B BJI CKVY I, 6ynetr chopmupoBan oTBeT ¢ kogoM 404.
4.6.1.2. B cnyuae ecnu 3anpoc Oyzaer conmepxath Personld, koropsiit ects B B/l
CKVY /1, Ho y 4enoBeKa HET mpeacTaBuTeNbekon (hororpadun, Oyaer chopmMupoBaH OTBET
c konoMm 404 u Tenom oteera B popmare JSON. [Tpumep tena orBera B popmare JSSON:
{
"Personld":"6F9619FF-8B86-D011-B42D-00CF4FC964FF",
"MainPhoto":0

4.6.2. [TapaMeTpbl CTPOKH 3a1Ipoca OTCYTCTBYIOT.

4.6.3. [Ipumep URL c 3amoHeHHBIMH MTapaMeTpaMu I BBITIOJTHEHUST METO/Ia:
https://192.168.0.1:443/acs/person/mainphoto/6F9619FF-8B86-D011-B42D-
O0CF4FC964FF

4.6.4. B pe3ynbrare ycnenrHod oOpaboTKu 3ampoca OymeT copMHUpPOBaH OTBET C
kozom 200 u Tenom orBeta B popmare JSON.

4.6.4.1. Onmcanue CTPYKTyphI OTBETa npeacTaBieHo B Tabmuma 19.
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Tabmuua 19
Ne | Umsa aTpudyra Onucanne moJs Tun | O0s3. | Ilpumeyanue
1. | Personld VYHUKaIbHBIN UIEHTH(UKATOD YeIOBEKa GUID| +
2. | Photold YHUKaIbHBIH naeHTu pukatop gortorpadun | GUID | +
3. | Image N3obpaxenue B crannapre Base64 string | +

4.6.4.2. Ilpumep tena orera B popmare JSON:

"Personld":"6F9619FF-8B86-D011-B42D-00CF4FC964FF",

"Photold":"ef75425f-8b04-4073-b683-ca9e86cha70a™,

"Image ":"IVBORWOKGgoAAAANSUNEUgA
AAA0AAAAKCAYAAACNMs+9AAAABMILROQA/WD/AP+gvaeTAAAAB3RJ
TUUH1ggDCwMADQ4NnwAAAFVIREFUGJWNKMEJADEIBEchSDkXUnfSg
nBVeZ8LSAjiwjyEQXSFEICHGP90AiI+HOBYmgx9MhxbFdZE2a0s9kT
Zdw01ZhhYKABSwgmf1Z6r1SNyfFf4BZ+ZUEXcNUQUAAAAASUVORKS5
CYlH="

}

4.7. 3anpoc Bcex ¢ororpaduii, 3aKpeniéHHbIX 32 YeJI0BEKOM

4.7.1. Ins nonyuyenus Bcex (ortorpaduil yenoBeka, coxpaneHuoix B bJI CKV/,
HEO0XOAMMO OTIIPABUTH 3aIPOC METOAOM:

GET https://{IP:port}/acs/person/allphotos/{Personld}

rae {IP:port} — IP-anpec u mopt kommbioTrepa VideoNet, sBisronierocss OCHOBHBIM
cepsepom b CKVY /[;

rae {Personld} — yHukanbHbIH HIeHTHPHUKATOP YETOBEKA.

4.7.1.1. B cnyuae ecnu 3anpoc Oyzaer coaepxath Personld, KoTopblif 0TCyTCTBYET
B BJ] CKVY /I, 6yaer cpopmupoBan oTBeT ¢ kogom 404.

4.7.1.2. B cnyuyae ecnu 3ampoc Oyner comepxkarb Personld, xotopsrit ectb B b/l
CKVY]l, HO y 4uenmoBeKka HET 3aKkperi€HHbIX (ororpaduii, OyaeT chopMHUpPOBAH OTBET C

kozoM 422 u tenom otBeTa B popmare JSON. [Ipumep tena oreeta B hopmare JSSON:
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"Personld":"6F9619FF-8B86-D011-B42D-00CF4FC964FF",
"TotalPhotos":0

4.7.1. TTapameTpbl CTPOKH 3alpoca OTCYTCTBYIOT.

4.7.2. Tlpumep URL c 3anonHeHHbIMY apaMeTpamMu AJis BHITOJIHEHUS METO/1a:
https://192.168.0.1:443/acs/person/allphotos/6F9619FF-8B86-D011-B42D-
O00CF4FC964FF

4.7.3. B pe3ynbrare ycneniHo o0padoTku 3arpoca OyAaeT copMHpOBaH OTBET C

kozom 200 u Tenom otBeta B popmare JSON.

4.7.3.1. Onucanue CTpyKTyphl OTBETa npeacTanieno B Tadbmuma 20.

Ta6muma 20
Ne HNmsa arpudyra Onucanne moJis Tun O0s3. IIpumeuyanue
1. | Personld YHUKaIbHBIN GUID +
UICHTH(PUKATOP
YeoBeKa
2. | TotalPhotos KoaunuectBo doto, | int +
3aKPEMNJIEHHBIX 32
YETIOBEKOM
3. | Photos Maccus u3 Photo + MuoxectBo poTorpaduii
doTorpaduit JIOJDKHO COOTBETCTBOBATH
YelloBeKa napametpy TotalPhotos.
Onwucanue 6;10ka Photo cwm. B 1.
4.7.3.2
4.7.3.2. biiok nannabIX Photo comepxut napaMmerpsl, onvucandbie B Tadmuma 21.
Tabmuna 21
Ne HaunmeHoBanue Onucanne Tun O0s3.
IIpumeyanue
arpudyra AAHHBIX
1. | Photold YHUKaIbHBIH HACHTHPUKATOD GUID +

¢dororpaduu B /| CKY [
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Ne HaunmeHoBanue Onucanne Tun 0013.
IIpumeyanne
arpudyra JAHHBIX
2. | Image N3ob6paxenue portorpaduu B string +
cranmaprte Base64

4.7.3.3. Ilpumep Tena orBera B hopmare JSON:

"Personld":"6F9619FF-8B86-D011-B42D-00CF4FC964FF",

"TotalPhotos":2,

"Photos":[

{"Photold":"ef75425f-8b04-4073-b683-ca9e86¢cha70a",
"Image":"1VBORWOKGgoAAAANSUhEUgAAAAOAAAAKC="},
{"Photold":"6394alea-de74-405b-87e2-b08f4e8b3da2",
"Image":"iVBORWOKGgoAAAANSUhREUgAAAA0OOOOOGFGHHJIJKKHGHGJIG="}

4.8. 3anmpoc cnmucka aBTOMO0OHJIeit
4.8.1. JIns monydeHHs CHUCKa aBTOMOOWJIEH HEOOXOAMMO OTIPaBUThH 3aMpocC
METOJIOM:

GET https://{IP:port}/acs/carslist

rae {IP:port} — IP-anpec u mopt kommbiorepa VideoNet, siBisrorerocs OCHOBHbIM
cepsepom B[ CKVY/I.

4.8.2. [lapameTp CTpPOKH 3ampoca MOKET OTCYTCTBOBATh.

4.8.2.1. Omnwmcanue mapameTpa CTPOKH 3ampoca npeacTaBiieHo B Tabmuia 22.
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Tabnuua 22
Ne | HaumeHoBaHHe Onucanue Tun O0s3.
IIpumeuyanue
arpudyra JAHHBIX

1. | Page CrpaHuIa JaHHBIX, int - Ot 0 u nanee.
KOTOPYIO HEOOXOIUMO [Ipu oTcyTcTBUU MapameTpa
BEPHYTb. Oyznet Bo3BparieHa crpanuia 0

(mepBas cTpaHuLa)

4.8.3. Ilpumep URL c 3anonHeHHbIMHU apaMeTpamMu AJis BHIITOJIHEHUS METO/1a:

https://192.168.0.1:443/acs/carslist?Page=0

4.8.4. B pesynbrare ycnemntHo o0paboTku 3ampoca Oyaer copMupoBaH OTBET C
kosoM 200 u Terom orBeta B hopmate JSSON.

4.8.4.1. Onucanue CTPYKTyphl OTBETA MpecTaBiaeHo B Tabmnuma 23.

Tabmuua 23
Ne HNms arpudyra Onucanue nmoJsst Tun O0s3. IIpumeyanne
1. | TotalNumber OO6mee kommgecTBo | int +
3anucei
(aBTOMOOMIIEH) B
b/l CKY L
2. | TotalNumberOnPage | KoauuectBo int +
3arnuceil Ha
TEKyLIEH CTPaHHULIE
3. | TotalPages Bcero crpanuir ¢ int +
OTBETAMH
4. | Page Howmep texymeit int + CoOOTBETCTBYET HOMEPY
CTPaHHMIIBI 3aMpPOIICHHON CTPAHUIIBI
5. | CarsList Maccus ¢ CarResult | + MHOXeCTBO 3aIuceii 00
OnrcaHueM aBTOMOOUJIAX.
aBTOMOOMIIEH Ormmcanue 6;10ka CarResult cMm.
B1. 4.84.2

4.8.4.2. Onucanue crpyktypsl CarResult, mepematomeit B Teme 3ampoca

rapamMeTpbl aBTOMOOWIIS, TipeicTaBieHo B Tabimia 24.
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Tabnuma 24
No HanmenoBanue HaumenoBanue Tun O06s3.
[Ipumevanune
aTpulyTa TTOJIS JIAHHBIX
1. | Carld VHUKaIbHBII GUID +
UACHTU(DUKATOD
ABTOMOOMJIS
2. | CarNumber Homep string +
3. | Color LBer int + Bo3MokHBIE 3HAYCHUS CM. B 1.
3.5.2.2.
4. | Model Monenb string - 3HadeHue 00s13aTENBHO TPU
Haymuuy JanseX B BJ] CKVY/]
5. | Comment KomMenTapuii k string - 3HaueHue 00s13aTENBHO MIPU

JaHHBIM

aBTOMOOMIIA

Hammunu nanaeix B B/l CKY L

4.8.4.1. Tlpumep Tena orBera B hopmare JSON:

"TotalNumber": 1200,

"TotalNumberOnPage": 1000,

"TotalPages ": 2,
"Page": 0,
"CarsList™: [

{

"Carld":"6F9619FF-8B86-D011-B42D-00CF4FC96400",
"CarNumber":"Y140KX178",

"Color":3,

"Model":" VW Polo"

"Carld":"6F9619FF-8B86-D011-B42C-00CF4FC96415",
"CarNumber":"Y145YX178",

"Color":0,
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"Model":" VW Polo"

4.9. 3anpoc 1aHHBIX 00 aBTOMOOMIIE

4.9.1. JInsg mony4deHusi JaHHBIX 00 aBTOMOOMIJIE HEOOXOIWMO OTIPABUTH 3aIMPOC
METOJIOM:

GET https://{IP:port}/acs/car/{Carld}

rae {IP:port} — IP-anpec u mopt kommbiorepa VideoNet, siBisromerocs OCHOBHBIM
cepsepom B[ CKVY/;

riae {Carld} — yHukanbHbIH HACHTH(HUKATOP aBTOMOOHIIS.

49.1.1. B cinydae ecnm 3ampoc O6ynet cogepxkarb Carld, KoTopelii OTCYTCTBYET
B BJ] CKVY /I, 6yaer chopmupoBan oTBeT ¢ kKojom 404.

4.9.2. [lapaMeTpbl CTPOKH 3a1poca OTCYTCTBYIOT.

4.9.3. Tlpumep URL c 3amonHeHHBIME TapaMeTpaMu JJIs BHITIOJIHEHUS METO/1a:

https://192.168.0.1:443/acs/car/6F9619FF-8B86-D011-B42D-00CF4FC964FF

4.9.4. B pe3ynbpTate ycrenHon o0paboTku 3ampoca Oyner chopMHpOBaH OTBET C
koqoM 200 u Teom oreeta B hopmare JSSON.

4.9.4.1. OmnwucaHue CTPYKTyphl OTBETA MpecTaBieHo B Tabnuna 25.

Tabmuma 25
Ne HNms arpudyra Onucanne moJst Tun O0s3. IIpumeyanue
1. | Car Biiox onucanus CarResult + Onucanne 06J10Ka JaHHBIX
napamMeTpoB CarResult npezacrasieno B 1.
aBTOMOOUJIS 484.2
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Ne HNms arpudyra Onucanne moJst Tun O0s3. IIpumeuyanue
2. | Blocked [Tpusnak bool + [Tpu3Hak OJOKHPOBKH
OJIOKUPOBKH JOCTyIIa aBTOMOOUIIIO.
JIocTymna true — moctyn 6JIOKHpPOBaH;
false — mocrym pasperién mo
OIpeEeNIEHHBIM I'PYIIIaM
JOCTYyTIA.
3. | AccessGroups Maccus u3 GUID | AccessGroupld| - OTCyTCTBHE MacCHBa WA
TPYIII JOCTYyTA, IO AJIEMEHTOB B HEM O3HAYAeT,
KOTOPBIM 9TO Y aBTOMOOWIIS HET
HE00XOIUMO JOCTyTa Ha OOBEKT.
MPEOCTaBIATh
JOCTYII
4. | KeysData Maccus ¢ Keyld - MaccuB MOXeT
HOMEpaMH OTCYTCTBOBATh, €CIIU
KJTIOYEeH, aBTOMOOMJIIO HE BBIIAHbI
3aKpETUICHHBIX 32 KITIOYH.
aBTOMOOMIIEM

4.9.4.2. Ilpumep tena orera B popmare JSSON:

"Car":{

"Carld":"6F9619FF-8B86-D011-B42D-00CF4FC96400",
"CarNumber":"Y140KX178",

"Color":3,

"Model":"VW Polo"

H

"Blocked":false,
"AccessGroups™:[
"6F9619FF-8B86-D011-B42D-00CF4FC964DD", "6F9619FF-8BB6-D011-B42D-
O00CF4FC964FF"

1
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"KeysData":[ "6AFA3248-2A3B-4DB5-9552-F58947666605" ]

4.10. 3anpoc JaHHBIX 0 KIKYaxX

4.10.1. [Ins momydeHus CIIMCKa KITtouel He00X0IUMO OTIIPABUTh 3aIPOC METOIOM:

GET https://{IP:port}/acs/keyslist

riae {IP:port} — IP-anpec u nopt komnbiorepa VideoNet, siBisromierocs OCHOBHbIM
cepepoMm b CKV 1.

4.10.2. TlapameTp CTPOKH 3arpoca MOXKET OTCYTCTBOBATD.

4.10.2.1. Omnwucanue nmapamerpa CTPOKH 3ampoca ykazaHo B Tabisuiia 26.

Tabmuma 26
Ne | HaummeHoBaHue Onucanne Tun 0093. Mpumeyanue
arpudyra JAHHBIX
1. | Page CrpaHulla TaHHBIX, int - Ot 0 u nanee.
KOTOPYIO HEOOXOAMMO [Ipu orcyTcTBUU TapameTpa
BEPHYTb. Oyzet Bo3BpaieHa ctpanuna 0

(nmepBast cTpaHUIIa).

4.10.3. [Tpumep URL c 3anmonHeHHBIMU TapaMeTpaMHu JIJisi BEITIOTHEHUSI METOIA!

https://192.168.0.1:443/acs/keyslist?Page=1

4.10.4. B pesynbrare ycreurHoi o6padoTku 3anpoca Oyner chopMHUpPOBaH OTBET C
koqoM 200 u Teom oreeta B hopmare JSSON.

4.10.4.1. Onwucanue CTPYKTYypbl OTBETA MpejcTaBiieHo B Tabnuia 27.

Tabmuma 27
Ne HNms arpudyra Onucanne moJis Tun O03. IIpumeyanue
1. | TotalNumber OO01ee komuuecTBO | int +
3amnucei (Kiro4eil) B
B CKY [
2. | TotaINumberOnPage | KoanuecTtBo int +
3anucen Ha
TEKyIeW CTpaHule

© Koprnopamus CKAMPOC 41




VideoNet Mertozpt pabotst ¢ BJI CKY /] mo REST API

Ne HNms arpudyra Onucanne moJis Tun O0s3. IIpumeyanue
3. | TotalPages Bcero crpanuii ¢ int +
OTBETaMHU
4. | Page Howmep Texymeit int + CooTBeTCTBYET HOMEPY
CTpPaHMIIbI 3alpOIICHHON CTPaHUIIBI
5. | KeysList Maccus ¢ KeyResult | + MHOXeCTBO 3amuceit o
OMUCAaHUEM KJIFOUEN KJIFOYax.
Onucanue 6;10ka KeyResult
cm. B1. 4.104.2

4.10.4.2. Omnucanue crpykrypbl KeyResult, mepenaromieii mapaMmerpbl Kiroua,

npeacTaBiaeHo B Tabnuia 28.

Tabmuma 28
Ne HNwmsa Onucanne moJst Tun | O6s3. IIpumeyanue
arpudyra
1. | Keyld YHUKaJIbHBIN UACHTH(UKATOP KITFOUYa GUID| +
2. | KeyCode Kon kmoua string | +
3. | KeyType Tun xmoua int + MoxeT mpuHUMaTh
3HAYCHUE
1 —1-Wire;
2 — Wiegand-26;
3 - Wiegand-34.
4. | Description | Onucanue Kiroua string | -
5. | Guest [Ipu3Hak rocTeBoOro Kioya bool | - [IpusHak rocteBoro
KJIFOYa:
true — rocTeBoM K04,
o0si3aTeleH Ui OTBETA,
false — 0ObIUHBIN KITFOY.
6. | Object YHUKaJIbHBIN HIEHTH()UKATOP GUID| -
Ha3HAYEHHOI0 KJII0Yy 00BheKTa (4eIoBeK
VI aBTOMOOUJIB)
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Ne Nms Onucanne moJus Tun | O0s3. IIpumeuyanue
arpudyra
7. | ObjectType | Tum Ha3HAUYEHHOTO KJIHOYY 00bEKTa int - Tun Ha3HAYEHHOT' O K04y
o0BeKTa:
1-Yenosek;
2 -ABTOMOOHIT.

4.10.4.3. [Tpumep Tena orBeta B popmate JSON:

"TotalNumber": 1002,
"TotalNumberOnPage": 2,
"TotalPages "': 2,

"Page": 1,

"KeysList": [

{
"Keyld":"F24D3D59-0BF8-49B5-A156-FC03939ADOF9",
"KeyCode":"5/34234",

"KeyType":2,
"Guest": true,
"Object":"5615E6F9-79C3-4623-9B18-21C194FEC2CC",
"ObjectType™:1

2

"Keyld":"6AFA3248-2A3B-4DB5-9552-F58947666605",
"KeyCode":"5/46212",

"KeyType":2,
"Object":"6F9619FF-8B86-D011-B42D-00CF4FC96400",
" ObjectType™:2
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4.11. 3anpoc cnucka noapasaejeHui

4.11.1. JInsg monydeHus: CIKCKa IMOJpa3IesieHui HeoOXOAUMO OTIPABUTH 3alpocC
METOJIOM:

GET https://{IP:port}/acs/groupslist

riae {IP:port} — IP-anpec u nmopt kommbiotepa VideoNet, sBisromnierocss OCHOBHBIM
cepepoMm b CKV 1.

4.11.2. ITapameTpbl CTPOKH 3alIpoca MOT'YT OTCYTCTBOBATb.

4.11.2.1. Onucanue nmapaMmerpa CTPOKH 3ampoca yka3ano B Tabmuna 29.

Tabmuua 29
Ne | HaummeHoBaHme Onucanue Tun O0s3. I[Ipumeuanne
arpudyra JAaHHBIX

1. | Page CrpaHuIla TaHHBIX, int - Ot 0 m nanee.
KOTOPYIO HEOOXOUMO [Tpu oTcyTcTBMU MapameTpa
BEPHYTh. OyzeT Bo3BpalieHa CTpaHuIa

0 (mepBas cTpaHuIIa).

2. | ParentGroupld YHUKaJIbHBIT GUID - VYka3bIBaeTcs, eciu
UICHTH(PUKATOP HEOOXOIMMO TMOIYyYUTh
POIUTEIILCKON TPYITITHI nepevYeHb TOUCPHIX
(mompaszaeneHus) nmojipasieICHU M.

4.11.2.2. B cnyuae eciu 3ampoc OymeT coaepxath ParentGroupld, xoTtopsrit
orcyrctByetr B B/l CKVY/I, 6yner copmupoBan orBer ¢ kKomoMm 422 u TeIoM OTBETa B
dopmare JSON ¢ ommbounbsiv ParentGroupld. Ipumep Tena orBera B hopmare JSON:

{
"FailedParentGroupld":"6F9619FF-8B86-D011-B42D-00CF4FC964DD"

4.11.3. [Ipumep URL c 3anonHeHHbIMU TapaMeTpaMHu JIJisi BEITIOTHEHUSI METOIA:

https://192.168.0.1:443/acs/groupslist?ParentGroupld=6F9619FF-8B86-D011-
B42D-00CF4FC964FF

4.11.4. B pe3ynbTare ycremHon o0padoTku 3ampoca OyaeT copMUpoBaH OTBET C

kojoM 200 u Teom otBeta B hopmare JSSON.
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4.11.4.1. Onucanue CTpyKTypbl oTBeTa npejcTaBieHo B Tadmuma 30.

Tao6muma 30

HNmsa arpudyra

Onucanue moJas

Tun

O03.

Mpumeyanue

TotalNumber

OO0I11ee KOIMYECTBO
3arcen
(moapasenenHwuii) B

OTBCTC

int

TotalNumberOnPage

KomnuectBo
3amuced Ha

TEKyIlel CTpaHuLe

int

TotalPages

Bcero crpanun ¢

OTBCTaMU

int

Page

Howmep Texymen

CTpaHHILbI

int

CootBeTcTBYET HOMEPY

3anpomeHH0171 CTpaHHUIbI

ParentGroupld

VHnKaIbHBIH
UIeHTHPUKATOP
POAUTENHCKOMN
TPYTIITBI

(mompa3zaeneHust)

GUID

VKa3bIBaeTcs, TOIBKO €CIN
napameTp IepeaaBaics B

3ampoce

GroupsList

Maccus ¢
OIHMCAaHUEM

MOJIpa3AeIeHA N

GroupResult

MHokecTBO 3anucei o
noJpa3eCHHsIX.

Omnwucanue 6;10xa GroupResult
cm.B1. 4.11.4.2

4.11.4.2. Onucanue CTPYKTYpHI

GroupResult,

napaMeTpsl moapas3aesieHus, npeacrasieHo B Tadmuma 31.

nepeiaronied B Telle OTBETa

Tabmuna 31
Ne HanmenoBanune HanmenoBanue Tumn O0s13.
[Ipumevanune
aTpudyTa I1OJISt JIAHHBIX
1. | Groupld YHHKaIbHBIH GUID +
UICHTH(PUKATOP
TPYIIIIBI
(mompaszaeneHus)
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Ne HaumenoBanne HaumenoBanue Tun O0s13.
IIpumeuanue
aTtpulyTa oJIs JTAHHBIX

2. | GroupName HazBanue rpymmer | String +

(mompaszneneHus)

3. | ParentGroupld YHUKaJIbHBIN GUID - VYka3bpIBaeTCs TOJIBKO €CIIU
UACHTU(DUKATOD rpymma (ToapasaeneHue)
POIUTENbCKOM BXOJIUT B COCTaB JIPyTrou
TPYIIIBI TPYIIIIBL

(mompaszaenexust)

4.11.4.3. [Ipumep tena orBeta B popmate JSON:

{
"TotalNumber": 2,
"ParentGroupld":"6F9619FF-8B86-D011-B42D-00CF4FC964FF",
"GroupsList™: [
{
"Groupld":"6F9619FF-8B86-D011-B42D-00CF4FC964FF",
"GroupName":"byxearnmepus",
"ParentGroupld":"6F9619FF-8B86-D011-B42D-00CF4FC964FF"
3
{
"Groupld":"6F9619FF-8B86-D011-B42D-00CF4FC964FF",
"GroupName":"Ilnanoso-sxonomuueckuti omoen",
"ParentGroupld":"6F9619FF-8B86-D011-B42D-00CF4FC964FF"
}
|
}
4.12. 3anpoc cnucKa J0IKHOCTel
4.12.1. Ins mOMydeHHs] CIHUCKA JIOJDKHOCTEM HEOOXOAMMO OTMIPABHUTH 3ampoc
METOJIOM:
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GET https://{IP:port}/acs/positionslist

riae {IP:port} — IP-anpec u mopt kommbioTepa VideoNet, sBisromnierocs OCHOBHBIM
cepepoMm b CKV 1.

4.12.2. TlapameTp CTPOKH 3alipoca MOKET OTCYTCTBOBATb.

4.12.2.1. Omnwucanue mapameTpa CTPOKH 3arpoca npeacrabiieHo B Tabmuia 32.

Tabmuna 32
Ne | HaummeHoBaHue Onucanue Tun O06s3.
IIpumeuyanue
arpudyra JAAHHBIX

1. | Page CrpaHulia TaHHBIX, int - Ot 0 u gaiee.
KOTOPYIO HEOOXOANUMO [Ipu orcyTcTBUM MapameTpa
BEPHYTh. OyzneT Bo3BpaleHa ctpanuia 0

(mepBas cTpaHuIa).

4.12.3. Ilpumep URL c 3amoaHEeHHBIMU ITapaMeTpaMH JJIs BBIMTOJHEHUS METOa:

https://192.168.0.1:443/acs/positionslist

4.12.4. B pe3ynbTare ycremHon o0padoTku 3ampoca 0yaeT copMupoBaH OTBET C
kogoMm 200 u Tenom otBeTa B popmare JSON.

4.12.4.1. Onucanue CTpyKTypbl OTBETA MpejcTaBieHo B Tabmuma 33.

Tabmuna 33
Ne HNwms aTpudyra Onucanue nmoss Tun 006s3. [Mpumeuanue
1. | TotalNumber Ob6iee int +
KOJINYECTBO
3anucen
(momxHOCTEH) B
Bl CKY I
2. | TotalNumberOnPage | KomuuectBo int +
3arnuceil Ha
TEKyILEeW CTpaHuLe
3. | TotalPages Bcero crpanuii ¢ int +
OTBETaMHU
4. | Page Homep Tekymeit int + CoOOTBETCTBYET HOMEPY
CTpPaHMIIbI 3alpOIICHHON CTPaHUIIBI
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Ne HNmsa aTpudyra Onucanne moJis Tun O0s3. Ipumeyanue

5. | PositionsList Maccus ¢ PositionsResult| + MHO€eCTBO 3aIliCel 0
OIHUCaHuEM JIOJDKHOCTSIX.
JIOJDKHOCTEH Onmcanue 6J10Ka

PositionsResult cwm. B m.
4.12.4.2

4.12.4.2. Onucanue ctpykrypsl PositionsResult, mepenaromieii B Tene oTBera

napaMmeTpsl T0JHKHOCTH, IIpescTaBiieHo B Tabmuua 34.

Tabmuna 34
No HanmenoBanue HanmeHnoBanue Tun O0s13.
IIpumevanue
aTtpulyTa IOJIS JIaHHBIX

1. | Positionld YHUKaIbHBII GUID +
UICHTH(PUKATOP
JIOJDKHOCTH

2. | PositionName Haspanwue string +
JOJDKHOCTH

3. | PositionDescription Onucanue string -
JIOJDKHOCTH

4.12.4.3. Tlpumep Tena oreera B hopmate JSON:

"TotalNumber": 2,
"PositionsList™: [

{
"Positionld":"6F9619FF-8B86-D011-B42D-00CF4FC964FF",

"PositionName":"Hauanonux o6yxearmepuu,

"PositionDescription":"Buicuee obpaszosanue”

"Positionld":"8474B03C-8DC4-45E9-91DC-EFBEB023E934",

"PositionName":" Texnux"
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5. METOABI 1JIsA USMEHEHUMSA TAHHBIX B B/I CKY ]

5.1. O0mue cBexeHns

5.1.1. Buemnsas cucrema miua go6asinenms gaHHbiX B bBJl CKVY]l momkHa
OTIPaBUTH 3anpoc merogom PUT.

5.1.2. llopsinok aBropu3anuu ykasza B 1. 3.1.2.

5.2. U3MeHeHne mMapaMeTPOB YeJIoBeKa

5.2.1. Jlns uzmenenus napamerpoB yenoBeka B b/l CKVY [l Heo6xoaumMo oTIpaBUTh
3aIpoC METOJIOM:

PUT https://{IP:port}/acs/person/{Personid}

rae {IP:port} — IP-anpec u nmopt kommbroTepa VideoNet, sBisronierocss OCHOBHBIM
cepsepom b/l CKVY /;

rrne {Personld} — YHukanmsHbIN UACHTUPHUKATOD YETOBEKA.

5.2.2. [TapameTpbl CTPOKH 3aIIpOca OTCYTCTBYIOT.

5.2.3. Teno 3ampoca B hopmare JSON momxHO OBITH 0053aTETHHO.

5.2.3.1. Onucanue nmapamMeTpoB Teja 3ampoca npejacraBieHo B Tabmuia 35.

Tabmumna 35
Ne Nmsa Onucanune moJs Tun | O6s3. | [Ipumevyanne
arpudyra
1. | Surname damMuus yenoBeka string | +
2. | Name Wwms genoBeka string | -
3. | Patronymic OTtuecTBO YeIOBEKa string | -
4. | Number TaGenbHbI HOMEP string | -
5. | Comment KoMMeHTapuii K TaHHBIM YeJIOBEKa string | -
6. | Positionld YHHUKaIBHBIN UIEHTH (PUKATOP TOIDKHOCTH GUID| -
7. | Groupld YHUKaJIBHBIN UACHTH(QUKATOP TPYIIIBI GUID| -
(moapaszaenenust)
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5.2.3.2. Ilpumep tena 3anpoca B popmare JSON:

{
"Surname ": "Cemenog”,
"Name ": "Ilemp",
"Patronymic”: "llemposuu”,
"Number": 112"

}

5.2.3.3. B ciyuae eciu 3ampoc 0yzaer comepxatb Number, kotoperit yxe ectb B BJ]
CKVY ] y apyroro uenoBeka, Oyner copMupoBaH OTBET C KoJoM 422 U TEJIOM OTBETa B
dopmare JSON c¢ mapamerpamu denoBeka (cM. Tabnwmma 36), y KOTOPOTO TakoH ke

TabenbHbIN HOMEep. [Ipumep Tena orBeta B hopmare JSON:

{
"Personld":"6F9619FF-8B86-D011-B42D-00CF4FC964DD",
"Surname ": "Cemenos”,
"Name ": "Cepeeti”,
"Patronymic”: "llempoesuu”,
"Number": 112"
}

5.234.B cnyusae ecmu ykazamnsie Positionld wwumu  Groupld Oynyr
orcyrctBoBath B BJI CKVY/I, Oyner chopmupoBan OTBET C KoJa0oM 422 U TEJIOM OTBETa B
dopmare JSON, conepxkamum orcyrcrByromue B B/l CKY ]l 3nauenus Positionld u/mmm
Groupld. M3menenue mapamerpoB uenoBeka B bJ[ CKYJl HE mpousBomutcs. [Ipumep
tena orBeta B popmare JSON:

{
"Positionld":"6F9619FF-8B86-D011-B42D-00CF4FC964FF",
"Groupld": "8F9619FF-8B86-D011-B42D-00CF4FC964DD™

5.2.4. Tlpumep URL c 3amonHeHHBIME TapaMeTpaMu JJIsl BBITIOJIHEHUST METO/IA:

https://192.168.0.1:443/acs/person
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5.2.5. B pesynbTare ycnemHoro u3MeHeHus napamerpos yenoBeka B B[ CKVY]|
oyznet chopmupoBaH oTBeT ¢ kojgoM 201 u Tenom oteeta B hopmare JSSON.

5.2.5.1. Onucanue CTPYKTYphI OTBETa IpenicTabieHo B Tabmiumia 36.

Tabnumna 36

Ne HUmsa Onucanue moJs Tun | O09a3. IIpumeyanne
arpudyra

1. | Personld YHUKaJIbHBIN GUID| +

UIeHTH(UKATOP YeTIoBeKa

2. | Surname damuus yeaoBeka string | +
3. | Name Nwms yenoBeka string | - BosBpamarorcs coxpanénnsie B B/
4. | Patronymic | OTt4ecTBO YeoBeKa string | - CKY1 snavenns. Ecim snaueHns

_ OTCYTCTBYIOT, TO ITapaMETPhl MOT'YT
5. | Number TaGenbHbI HOMEP string | -

OTCYTCTBOBATb B OTBETC.

6. | Comment | KommenTtapuii kK qaHabiM | String | -

YeloBeKa

7. | Positionld | YaukaneHbIH GUID| -
UICHTH(PUKATOP
JOJDKHOCTH

8. | Groupld YHUKaIbHbIH GUID| -

UIEHTU(UKATOP TPYIITBI

(moapaszaenexus)

5.2.5.2. Ilpumep Tena orsera ¢ kogom 201 B popmare JSON:

"Personld":"6F9619FF-8B86-D011-B42D-00CF4FC964FF",
"Surname ": "Cemenos”,

"Name ": "Cepeeur”,

"Patronymic”: "llemposuu”,

"Number": "112"

© Koprnopamus CKAMPOC 52




VideoNet Mertozpt pabotst ¢ BJI CKY /] mo REST API

5.3. U3MeHeHue mapaMeTpoOB aBTOM O0MJIsI

5.3.1. Ins wusmenenusi mnapamerpoB aBromoOuiisi B BJ[ CKVY]/| nHeobxomumo
OTIIPABHUTH 3aMPOC METOIOM:

PUT https://{IP:port}/acs/car/{Carld}

rae {IP:port} — IP-anpec u mopt kommbioTepa VideoNet, sBisromierocs OCHOBHBIM
cepepoMm b CKV I;

rne {Carld} — ynukanbHbIi HICHTH(HUKATOP AaBTOMOOMIIS.

5.3.2. [lapameTpbl CTPOKH 3aIIpOca OTCYTCTBYIOT.

5.3.3. Teno 3anpoca B popmare JSON 10mKHO OBITH 00s3aTEIBHO.

5.3.3.1. Onucanue napameTpoB Tefa 3ampoca npeacraBieHo B Tabmuma 37.

Tabmuua 37
Ne HaumeHnoBanue HaunmeHnoBanue Tun O0s3.
IIpumeuyanue
arpudyra moJist AAHHBIX
1. | CarNumber Homep string +
2. | Color IBer int - Bo3MokHBIE 3HAYCHUS CM. B 1.
3.5.2.2.
IIpu orcyTcTBHM apameTpa
OyneT ycraHoBJieHO 3HadeHue 0
3. | Model Monenb string -
4. | Comment KomMmenTapwmii k string -
JTAHHBIM
aBTOMOOMJIS

5.3.3.2. [Ipumep Tena 3ampoca B popmare JSON:

{
"CarNumber":"Y140KX178",
"Color":4,
"Model™:" VW Polo"

}

5.3.3.3. B cnyuae ecim 3anpoc Oyner comepxkats Carld, kotopsiii yxe ectb B bJ]

CKVY 1, nannbie OynyT 3aMEHEHbI Ha JaHHBIE U3 3aIpoca.
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5.3.3.4. B cnyuae ecnu 3arpoc Oyzaet coaepxkath CarNumber, KOTOpBIH yKe €CTh B
bl CKY/ y npyroro aBromo0Ouiisi, Oyaer cpopMHpOBaH OTBET ¢ KOAOM 422 W TenoM
orBeta B (popmate JSON ¢ mapamerpamu aBromobOwmis (cm. Tabnuma 38), y KoToporo
Takoi xe HoMmep. 3menenne napamerpos apromoOuss B b/l CKVY /[ HE npousBogutcs.

5.3.4. [Ipumep URL c 3anoHeHHBIMU ITapaMeTPaMHu JJisi BHIIOJTHEHUS METO/IA!

https://192.168.0.1:443/acs/car/6F9619FF-8B86-D011-B42D-00CF4FC96400

5.3.5. B pesynbTaTe ycnemHoro u3Menenus mapamerpoB aBromoouns B b/ CKY ][]
oyzner copmupoBan oTBet ¢ kogoM 201 u Tenom orBera B popmare JSON.

5.3.5.1. Onucanue CTpyKTyphl OTBETA IpeacTaBieHo B Tadauia 38.

Tabmuma 38
Ne HaumeHnoBanue HaumeHoBanue Tun O0s3.
IIpumeuanue
arpudyra moJist JAHHBIX
1. | Carld VHUKaIbHBIN GUID +
UICHTH(PUKATOD
aBTOMOOUJIS
2. | CarNumber Homep string +
3. | Color [{Ber int + Bo3MoxHbIE 3HAYCHHUS CM. B II.
3.5.2.2.
BosBpamiaercs coxpanéHHOE B
bJI CKVY/l 3HaueHue.
4. | Model Monenb string - BosBpamiaercs coxpanéHHOE B
5. | Comment KommenTapuii k string - bl CKY /1 snatenne. Ecam
3Ha4YeHHE OTCYTCTBYET, TO
JTaHHBIM
ABTOMOGHIIS napaMeTp MOXKeT
OTCYTCTBOBAaTh B OTBETE.

5.3.5.2. IIpumep Tena orsera ¢ kogom 201 B popmare JSON:

"Carld":"6F9619FF-8B86-D011-B42D-00CF4FC96400",
"CarNumber":"Y140KX178",

"Color:4,

"Model":"VW Polo"
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5.4. HazHayeHNe YeJI0BEKY MPAaB J0CTYNAa HA 00beKT

5.4.1. Ins Ha3HayeHUs YEJIOBEKY IMpaB JOCTylla Ha OOBEKT HEOOXOIUMO
OTITPABHUTH 3aMPOC METOIOM:

PUT https://{IP:port}/acs/person/{Personld}/add_accessgroup

rae {IP:port} — IP-anpec u nopt kommbiorepa VideoNet, siBisrorerocss OCHOBHbIM
cepepoMm b CKV I;

rae {Personld} — YuukanbHbIi HACHTH(PHUKATOP YEIOBEKA.

5.4.1.1. B cayuae ecnu 3anpoc O0yner comepkarb Personld, kotopslii oTcyTCTBYET

B b/l CKVY ]I, 6yner chpopmupoBaH oTBeT ¢ KojoM 404.

5.4.2. ITapameTpbl CTPOKHU 3aIlipoca OTCYTCTBYIOT.

5.4.3. Teno 3anpoca B popmare JSON m0omxHO OBITH 0053aTETHHO.

5.4.3.1. Onucanue nmapamMeTpoB Teja 3ampoca npejacrasieHo B Tabmuia 39.

Tabmuma 39

Ne HNmsa arpudyra Onucanue moJs Tun O0s3. IIpumeyanue

1. | AccessGroupld GUID rpymmst GUID + I'pynma nocryma qobaBnsiercs K
JOCTYyTIA, MO y)Ke paHee Ha3HAUCHHBIM JIJIst
KOTOpOH 00BbeKkTa. AHHYJIMPOBAHHE
HE00X0IUMO Ha3HAYCHHBIX 00BEKTY Py
HPEIOCTABIISTh JIOCTYIIa IIPOU3BOJUTCS 10
JOCTYII oTneipHOMY 3ampocy (cM. 5.5).

2. | Loading [Tpusnax bool - Ecnu mapameTp oTCyTCTBYET B
HEOOXOIMMOCTH 3ampoce, TO ero 3Ha4eHHe
HPOrpy3KH Oynet ompezeneHo kak false.
KOHTPOJLIIEPOB, [MonpoOHee 0 mapamerpe cMm. II.
YYaCTBYIOIINX B 5.4.3.2.
IPEeI0CTaBICHUN
J0CTyTa
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5.4.3.2. [Iporpy3ka KOHTPOJUICPOB M3MEHECHUSIMH IPaB JOCTyIa OCYIICCTBIISCTCS
10 OMPECICHHBIM B CHUCTEeMe TpaBwiaM. lIpm 3ToM 3amper mocTyma oOecredrBaeTCs
Cpasy IOCJI€ ero aHHYJIMPOBAHUS.

[Ipn w3MeHeHnH TIpaB AOCTYIA MPOrPy3Ka KOHTPOJJIEPOB MOXKET OBITH OTJIOKEHA
Y MPOM3BEJICHA B ONPEICTICHHOE B CUCTEME BpeMs (pa3 B CYTKH).

Jlnst mpenocTaBiaeHus AOCTyMa M0 M3MEHEHHBIM TIPaBHJIaM KaK MOXKHO CKOpee B
sanpoce mapamerpy Loading HeoOxomumo ycraHOBUTH 3Hadenue true. Torma
KOHTPOJUIEPBhI, KOTOPBIX KAacalTCs W3MEHEHHsS J0CTymna, OyayT TpOrpyXEHbl B
omxkaitiee Bpems (ot 15 10 90 cekyH ¢ MOMEHTa 00pabOTKH 3arpoca).

5.4.3.3. IIpumep Tena 3amnpoca B popmare JSON:

"AccessGroupld": "6F9619FF-8B86-D011-B42D-00CF4FC964DD",

"Loading": true

5.4.3.4.B ciyuae ecnm 3ampoc Oymer comepikath AccessGroupld, xotopsrii
orcyrctByeT B bJ] CKVY /I, 6yner copmupoBan oTBeT ¢ kojaoMm 422 U TEJIOM OTBETa B
dopmare JSON ¢ omubounsiv AccessGroupld. ITpumep Tena orseta B hopmate JSON:

{
"FailedAccessGroupld":"6F9619FF-8B86-D011-B42D-00CF4FC964DD"

5.4.4. Ilpumep URL c 3an10IHEHHBIMU [TapaMETPAMM JIJIS1 BEIIOJHEHUST METOJA!
https://192.168.0.1:443/acs/person/6F9619FF-8B86-D011-B42D-00CF4FC964FF/add_
accessgroup

5.45. B pe3ynprare Ha3HAuCHHsI YEJIOBEKY IIpaB JOCTynma Ha OOBEKT OyneT
chopmupoBaH orBeT ¢ kojioM 201 u Tenom otBera B popmate JSON.

5.4.5.1. Onucanue CTpyKTyphl OTBeTa MpeacTaBieHo B Tabmuma 40.
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Tabmuua 40
Ne Nms Onucanue nmoJsst Tun 00693. IIpumeuanue
arpudyra

1. | Personld YHUKaIbHBIN UIEHTH(HUKATOD GUID +
YeJoBeKa

2. | Loading [Mpu3HaK HEOOXOAUMOCTH bool + CootBercTBYyET
IPOrpy3KH KOHTPOJUIEPOB, 3HAYCHUIO TIapameTpa B
YYaCTBYIOILIMX B MPEIOCTABICHUN 3ampoce
J0CTyTa

3. | AccessGroups | Maccus u3 GUID rpymm AccessGroupld| + VYka3pIBatoTCs FPYIIIHI
JOCTyMa, IO KOTOPBIM ONpPEIeNEH J0CTyIa, Ha3HAYEeHHBIE
JOCTYII 00BEKTY

5.4.5.2. Tlpumep tena orBera ¢ kojgom 201 B popmare JSON.

"Personld": "6F9619FF-8B86-D011-B42D-00CF4FC964FF",
"Loading": true,
"AccessGroups™:[
"6F9619FF-8B86-D011-B42D-00CF4FC964DD", "6F9619FF-8BB6-D011-B42D-
O00CF4FC964FF"

]

5.5. AHHYJIMpOBaHuUe MPAB J0CTYNA HA 00bEKT y YeJI0BeKAa

5.5.1. Jlns annynupoBaHusl (OTMEHBI Ha3HAYEHMs) BCEX HA3HAYECHHBIX TPYIII
noctyna (mpaB nocrymna) y udenoBeka B bJ[ CKVYJl HeoOxoammo OTHpaBUThH 3ampoc
METOJIOM:

PUT https://{IP:port}/acs/person/{Personld}/cancel accessgroups

riae {IP:port} — IP-anpec u mopt kommbiorepa VideoNet, sBisromnierocss OCHOBHBIM
cepepoMm B[ CKV I;

rine {Personld} — YHukansHbINH HACHTUDUKATOP YETIOBEKA.
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5.5.1.1. B cayuae ecim 3anpoc O6yner coaepxkarb Personld, koTopblit oTcyTcTBYET
B b/ CKVY/, 6yner cpopmupoBan oTBeT ¢ koaoM 404.

Buumanue! byner aHHymupoBaH TOJBKO TOT JOCTYII, KOTOPBIM ObUI Ha3HAYEH
HETOCPECTBEHHO 4YenoBeKy. JlocTyn, koropeii HazHaueH B cpene CKVY][ cucremsl
VideoNet mis mompasiaeneHui ¥ JODKHOCTEH, M HACHEIyeTcs YeJOBEKOM, OTMEHEH He
Oymer. [Ins OTMEHBI HacleAyeMOro JOCTyma HEOOXOAMMO BOCIOJIB30BATHCA CpPEAOH
CKVY I cucremsr VideoNet.

5.5.2. [lapameTpbl CTPOKH 3aIIPOCa OTCYTCTBYIOT.

5.5.3. Teno 3anpoca B popmare JSON oTcyTCcTBYET.

5.5.4. IIpumep URL c 3anonHeHHbIMH TapaMeTpaMHu 7Sl BBIIOJHEHUST METO/A!
https://192.168.0.1:443/acs/person/6F9619FF-8B86-D011-B42D-
00CF4FC964FF/cancel_accessgroups

5.5.5. B pesynpTate ycnemrHoro aHHyJIMPOBaHUSI MpaB JOCTyNa Ha OOBEKT Yy
yesnoBeka Oyzaer cpopmupoBaH oTBeT ¢ kojgoM 201 u tenom orseta B popmare JSON.

5.5.5.1. Onucanue CTPyKTYphl OTBETa IpenicTaBieHo B Tabmiuia 41.

Tabmuua 41
Ne Nmn Onucanne moJis Tun | O0s3. | [Ipumevanue
arpudyra
1. | Personld YHUKaIbHBIA ACHTH(UKATOP YeIIOBEKa, y GUID| +
KOTOPOT'0 aHHYJIMPOBAH JOCTYTI

5.5.5.2. TIpumep tena oreera ¢ kogom 201 B popmare JSON:

"Personld": "6F9619FF-8B86-D011-B42D-00CF4FC964FF"

5.6. HazHayeHne aBTOMOOWIIO MPAB J0CTYNA HA 00bEKT

5.6.1. Ins Ha3zHayeHUsT aBTOMOOWJIIO TpaB JOCTylna Ha OOBEKT HEOOXOAMMO

OTIIPAaBUTD 3aIIPOC MECTOAOM:

PUT https://{IP:port}/acs/car/{Carld}/add_accessgroup
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rae {IP:port} — IP-anpec u mopt kommbiorepa VideoNet, siBisroierocs OCHOBHBIM
cepepoMm bJ[ CKVY I;

rae {Carld} — yHukanbHbIH HaeHTH)UKATOP aBTOMOOHIISA.

5.6.1.1. B ciydae ecnm 3ampoc Oymet comepkars Carld, KoTopsiii OTCYTCTBYET B
bl CKY ], 6yner chopmupoBan oTBeT ¢ KogoM 404.

5.6.2. [TapameTpbl CTPOKH 3aIIPOCA OTCYTCTBYIOT.

5.6.3. Teno 3ampoca B popmare JSON momKHO OBITH 00s3aTEIBHO.

5.6.3.1. Onucanue napaMeTpoOB Tella 3arpoca npejacTaBieHo B Tabmuna 42.

Tabmuua 42

Ne HNmsa aTpudyra Onucanue nmosst Tun O063. Ipumeuanue

1. | AccessGroupld GUID rpymms GUID + I'pymnna mocrymna 100aBisieTcs K
JOCTYyTIa, MO y)Ke paHee Ha3HAUCHHBIM JIJIs
KOTOpOU 00beKTa. AHHYJIUPOBAHHE
HE00X0IUMO HA3HAYEHHBIX 00BEKTY I'PYIII
IPEIOCTABIIATE JOCTYIIa TPOU3BOIUTCS I10
JOCTYTI OT/ICNILHOMY 3a1pocy (CM. .

5.7)

2. | Loading [TpusHak bool - Ecim mapameTp OTCyTCTBYeT B
HEO0OXOIMMOCTH 3arpoce, TO €ro 3HaueHHe
POrpy3KU Oyner onpeneneno kak false.
KOHTPOJUIEPOB, [TogpoGHee o mapaMeTpe cM. 1.
YYacCTBYIOIINX B 5.4.3.2
NPEOCTaBICHUN
JOCTyTIa

5.6.3.2. IIpumep Tena 3ampoca B popmare JSON:

"AccessGroupld": "6F9619FF-8B86-D011-B42D-00CF4FC964DD",

"Loading": true
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5.6.3.3. B cinyuae ecmu 3ampoc Oymer coaepxkarh AccessGroupld, xortopsrii
orcyrctByeT B b/ CKVY/I, 6yner copmupoBan oTBeT ¢ kojaoMm 422 U TEIOM OTBETA B
dopmare JSON ¢ omubounsiv AccessGroupld. ITpumep Tena orseta B hopmate JSON:

{
"FailedAccessGroupld ":"6F9619FF-8B86-D011-B42D-00CF4FC964DD"

5.6.4. I[Tpumep URL c 3anmotHEHHBIMU TTapaMeTPpaMHu JIJIsi BEITIOJTHEHUS METO/IA:
https://192.168.0.1:443/acs/car/6F9619FF-8B86-D011-B42D-00CF4FC964FF/add_
accessgroup

5.6.5. B pesynbrare Ha3HaueHUsT aBTOMOOWIIIO MpaB JOCTyma Ha OOBEKT Oyner
chopmupoBaH oTBeT ¢ kojoMm 201 u Tenom orBera B popmare JSON.

5.6.5.1. Onucanue CTpyKTyphl OTBETa MpeacTaBieHo B Tabmuna 43.

Tabmuna 43
Ne Nmsa Onucanue moJis Tun O0s3. IIpumeuanue
arpudyra

1. | Carld VuukanbHbiii uaentupukarop | GUID +
aBTOMOOMIIS

2. | Loading [Tpu3HaK HEOOXOAMMOCTH bool + Eciu mapamerp
OpOrpy3KH KOHTPOJLJIEPOB, OTCYTCTBOBAJ B 3ampoce,
Y4YacTBYIOILIHX B TO B OTBETE €r0 3HAYCHUE
NPEeOCTABICHUH JOCTYIa oyner false

3. | AccessGroups | Maccus u3 GUID rpynm AccessGroupld| +
JOCTYIIA, 10 KOTOPhIM
onpenenéH J0CTym

5.6.5.2. IIpumep tena orBera ¢ kogom 201 B popmare JSON:

"Carld": "6F9619FF-8B86-D011-B42D-00CF4FC964FF",
"Loading": true,

"AccessGroups™:[
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"6F9619FF-8B86-D011-B42D-00CF4FC964DD", "6F9619FF-8BB6-D011-B42D-
O00CF4FC964FF"

]

5.7. AHHYJIUpOBaHMe MPAB 0CTYNA HA 00BEKT Y aBTOM 00MJIsI

5.7.1. Ins aHHynupoBaHHUS (OTMEHbI Ha3HAUYEHMS]) BCEX HA3HAYEHHBIX TPYIIII
noctyna (mpaB jgoctyma) y aBromoomsiss B b/l CKVY]] HeoOXoauMo OTHpaBUTH 3ampoc
METOJIOM:

PUT https://{IP:port}/acs/car/{Carld}/cancel_accessgroups

riae {IP:port} — IP-anpec u mopt kommbrotepa VideoNet, sBisronierocss OCHOBHBIM
cepsepom b/l CKVY /;

rae {Carld} — YHukanpHbIi uaeHTH(GHUKATOP aBTOMOOWIIA.

5.7.1.1. B cnyuae ecnu 3arnpoc Oyner conepxarh Personld, koTopbsiii OTCyTCTBYET
B BJI CKVY [I, 6ynet chopmupoBan oTBeT ¢ kojoM 404.

5.7.2. [lapameTpbl CTPOKH 3aIIpOca OTCYTCTBYIOT.

5.7.3. Teno 3anpoca B ¢popmare JSON oTcyTCcTBYyET.

5.7.4. ITpumep URL c 3an101HEHHBIMY MTapaMeTpaMH JJIs1 BHIIOJIHEHUS METOAA!
https://192.168.0.1:443/acs/car/6F9619FF-8B86-D011-B42D-
00CF4FC964FF/cancel _accessgroups

5.7.5. B pesynbpTare YCIENIHOIO aHHYJIUPOBAHMS IIpaB JOCTyla Ha OOBEKT Yy
aBToMOOuUIs Oyaet chopmupoBan oTBeT ¢ kogom 201 u tenom orsera B popmate JSON.

5.7.5.1. Onucanue CTPYKTYphl OTBETA IIpeicTaBieHo B Tabnuia 44.

Tabmuua 44
Ne Nmsa Onucanue moJs Tun | O6s3. | [Ipumeyanue
arpudyra
1. | Carld YHUKaNTbHBIN UIEHTH(HUKATOP aBTOMOOHIIS, Y GUID| +
KOTOPOT'0 aHHYJIMPOBAH JOCTYI

5.7.5.2. Ilpumep tena oreera ¢ kogom 201 B hopmare JSSON:
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"Carld": "6F9619FF-8B86-D011-B42D-00CF4FC964FF"

5.8. Bei1aua KiIo4eil 4e10BeKy

5.8.1. Ina Beimaum (HasHaueHus) kmoded denoBeky B bJ[ CKVY]l Heobxommmo
OTIIPaBUTH 3aMPOC METOJIOM:

PUT https://{IP:port}/acs/person/{Personid}/add_key

rae {IP:port} — IP-anpec u mopt kommbiorepa VideoNet, siBistrorerocss OCHOBHBIM
cepepoMm b CKVY I;

riae {Personld} — YuukanbHbIi HACHTH(PUKATOP YEIOBEKA.

5.8.1.1. B cnyuae ecnu 3anpoc Oymer comepxarh Personld, KoTopeiii OTCYyTCTBYET
B bJ] CKVY/, 6yner cpopmupoBan oTBet ¢ kogom 404.

5.8.2. ITapameTpbl CTPOKH 3aIIpOCa OTCYTCTBYIOT.

5.8.3. Teno 3anpoca B popmare JSON nomKxHO OBITH 0043aTENBHO.

5.8.3.1. Omucanue mapaMeTpoB Tea 3ampoca ykazaHo B Tabmuia 45.

Tabmuma 45
Ne Nms arpudyra Onucanue nmoss Tun O0s3. IIpumeyanne
1. | Keyld YHUKaIbHbBIN GUID + OpauH KITI0Y MOXET OBITh
UACHTU(DUKATOD 3aKpEIUIEH TOJIbKO 33 OJTHUM
KJII04a, 00BEKTOM.
Ha3Ha4yaeMoro Jlns 3akperuienus 3a
YeNoBEKY YeIOBEKOM HECKOJIBKUX

KJII04€el HEO0X0IUMO
MIOBTOPHUTBH 3aIPOC C

OYepETHBIM/IPYTUM

cBoboaubM Keyld
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Ne HNms arpudyra Onucanne moJis Tun O0s3. IIpumeuyanue

2. | Loading [Ipu3snak bool - Ecnu mapamerp oTCyTCTBYET B
HEO0OXO0UMOCTH 3aIpoce, TO ero 3HaYeHHe
POrPy3KH Oynet ompexeneHo kak false.
KOHTPOJUIEPOB, [TonpoOHee o mapamerpe CM. TI.
YYacTBYIOIIUX B 5432
IPEAOCTaBICHUH
J0CTyTIa

5.8.3.2. IIpumep Tena 3ampoca B popmare JSON:

"Keyld":"F24D3D59-0BF8-49B5-A156-FC03939ADOF9",

"Loading": true

5.8.3.3. B ciryuae ecim 3anpoc Oyner coxepikarh Keyld, koTopslii y)ke HazHaueH

npyromy oowsekty B BJI CKVY I, 6ynet cdropMupoBaH OTBET € KOJ1oM 422 1 TEJIOM OTBETa B
dopmare JSON ¢ mapamerpamu cTpyktypbl KeyResult (cm. m. 4.10.4.2) ¢ Keyld wu
YHUKAJIbHBIM UACHTU(UKATOPOM ATOr0 o0bekTa. [Ipumep tena orBeta B hopmare JSON:
{

"Keyld":"6AFA3248-2A3B-4DB5-9552-F58947666605",

"KeyCode":"5/34245",

"KeyType":2,

"Object":"5615E6F9-79C3-4623-9B18-21C194FEC2CC",

" ObjectType™:1

5.8.3.4. B ciyuae ecnm 3anpoc Oyzaer conepxarb Keyld, KoTopeiii OTCyTCTBYET B
bl CKVY/l, 6yner chopmupoBaH oTBeT ¢ KogoM 422 u Tenom orera B popmate JSON ¢
ombounbiM Keyld. ITpumep Tena oreeta B hopmate JSSON:

{
"FailedKeyld":"F24D3D59-0BF8-49B5-A156-FC03939ADOF9"
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5.8.4. Ilpumep URL c 3amonHeHHBIME TapaMeTpamMu JJisl BBIIOJIHEHUST METO/Ia:
https://192.168.0.1:443/acs/person/6F9619FF-8B86-D011-B42D-
O0CF4FC964FF/add_key

5.8.5. B pesynbrare ycremHoil BbiAauM (Ha3HAYEHUs) KIIOYEH 4YeloBeKy OyaeT
chopmupoBan orBeT ¢ kojoMm 201 u Tenom otBera B popmate JSON.

5.8.5.1. Onucanue cTpyKTyphl OTBETa MpeacTaBieHo B Tabnuna 46.

Tabmuua 46
Ne Nwms Onucanue nmoss Tun | O0s3. I[Ipumeuanne
arpudyra
1. | Personld YHUKaIbHBIN UJIEHTH(UKATOD GUID| +
YeoBeKa
2. | Loading [Ipu3Hak HeoOX0oaMMOCTH Mporpy3ku | bool | + Ecnu mapamerp oTcyTcTBOBA
KOHTPOJUIEPOB, YYaCTBYIOLIHUX B B 3aIpOCe, TO B OTBETE €ro
IPEIOCTABICHNH JOCTYIIA 3naueHue Oyner false
3. | Keyld YuaukanbHbeii unentudukarop kimoya | GUID | +

5.8.5.2. [Ipumep tena oreera ¢ kogom 201 B hopmare JSON.

{
"Personld": "6F9619FF-8B86-D011-B42D-00CF4FC964FF",
"Loading": true,
"Keyld":"F24D3D59-0BF8-49B5-A156-FC03939AD0OF9"

}

5.9. AHHyJIMpOBaHUEe BbIIAHHBIX KJII0OYel y YeJl0BeKa

5.9.1. Ins anrynupoBaHus (OTMEHBI HA3HAYCHHS) BCEX HA3HAYCHHBIX KIIOUCH Y
yenoBeka B b/l CKY /] HeoOXoauMo OTIpaBUTh 3apOC METOIOM:

PUT https://{IP:port}/acs/person/{Personld}/cancel keys

rae {IP:port} — IP-aapec u nopt kommnsiotepa VideoNet, siBisto1erocss OCHOBHBIM
cepsepoMm bJ[ CKV I;

rae {Personld} — YHukansHbIli HACHTH(DUKATOD YETIOBEKA.
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5.9.1.1. B cayuae ecim 3anpoc O0yner coaepxkarb Personld, koTopslii oTCyTCTBYyET
B BJI CKVY I, 6ynet chopmupoBan oTBeT ¢ kojoM 404.

5.9.2. [TapameTpbl CTPOKH 3aIIpoca OTCYTCTBYIOT.

5.9.3. Teno 3ampoca B popmare JSON oTcyTCcTBYyET.

5.9.4. IIpumep URL c 3anonHeHHBIMU TapaMeTpaMu JIJIsi BHIIOJHEHUS METO/IA:
https://192.168.0.1:443/acs/person/6F9619FF-8B86-D011-B42D-
00CF4FC964FF/cancel_keys

5.9.5. B pe3ynbrare ychnemHoro aHHyJIUpoOBaHHsS (OTMEHbl HA3HAYEHHUSA) BCEX

HA3HAYEHHBIX KJIoued y 4denoBeka Oyner chopmupoBaH oTBeT ¢ kogom 201 u Tenom

orBera B (popmate JSON.
5.9.5.1. Onucanue CTPYKTYphl OTBETA IpesicTaBieHo B Tabmumia 47.
Tabmuma 47
Ne Nwms Onucanne moJs Tun | O0s3. | [Ipumeuanue
arpudyra
1. | Personld YHUKaNbHBIN UIEHTH(UKATOD YEeTOBEKA, Y GUID| +
KOTOPOT'O aHHYJIMPOBAH JOCTYII

5.9.5.2. IIpumep Tena orsera ¢ kogom 201 B popmare JSON:

"Personld": "6F9619FF-8B86-D011-B42D-00CF4FC964FF"

5.10. Beigaua Kja4eid aBTOMOOUIIO

5.10.1. JInsa Beimauu (HazHadeHus) kimrodeit aBromoomitio B b/l CKY ] neobxoaumo
OTIIPABUTH 3aMPOC METOIOM:

PUT https://{IP:port}/acs/car/{Carld}/add_key

riae {IP:port} — IP-anpec u nmopt kommbiotepa VideoNet, sBisromnierocss OCHOBHBIM
cepsepoM b CKV I;

rae {Carld} — YHukanpHbIi uaCHTH(GHUKATOP aBTOMOOHIIS.

5.10.1.1. B ciyuae ecnu 3anpoc Oyzaet cogepxkath Carld, KoTopsiii OTCYyTCTBYET B

BJI CKVY I, 6yaet chopmupoBaH oTBeT ¢ kKojoMm 404.
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5.10.2. ITapameTpbl CTPOKHU 3amipoca OTCYTCTBYIOT.

5.10.3. Teno 3ampoca B popmate JSON 10mKHO OBITH 00513aTENBHO.

5.10.3.1. Onucanue napaMeTpoB Tela 3amnpoca ykazano B Tabmnuia 48.

Tabnuna 48
Ne Nms arpudyra Onucanue nmoss Tun O0s3. IIpumeyanne
1. | Keyld YHUKaIbHBIN GUID + OpauH KITI0Y MOXET OBITh
uneHTuduKaTop 3aKpeIIEéH TOJIBKO 332 OTHUM
KJII04a, 00BEKTOM.
Ha3HAYaeMOro Jlist 3aKperieHus 3a
ABTOMOOMITIO ABTOMOOMIIEM HECKOJIbKUX
KJIF04el Heo0X0IuMo
HIOBTOPHTH 3aIIPOC C
OYepEIHBIM/IPYTUM
cBoboaubM Keyld.
2. | Loading [Ipusnak bool - Ecnu mapameTp OTCyTCTBYET B
HEOOXOTUMOCTH 3arpoce, TO €ro 3HaueHHe
POrPYy3KH Oynet ompexerneHo kak false.
KOHTPOJIJIEPOB, [TogpoGHee o mapaMeTrpe cM. TI.
Y4acTBYIOIIMX B 5.4.3.2.
IPeI0CTaBICHUN
JOCTyTIa

5.10.3.2. [Ipumep Tena 3anpoca B popmare JSON:

"Keyld":"6AFA3248-2A3B-4DB5-9552-F58947666605",

"Loading": true

5.10.3.3. B ciyuae ecnu 3ampoc Oyner coaepxkars Keyld, koTopelit yxxe Ha3HaueH
npyromy oowsekty B BJI CKVY /I, 6yner cdpopMupoBaH OTBET € KOJ10M 422 1 TEJIOM OTBETA B
dopmare JSON ¢ mapamerpamu ctpykrypbl KeyResult (cm. m. 4.10.4.2) ¢ Keyld u

YHUKJIBHBIM UACHTU(PHUKATOPOM 3TOro o0hekTa. [Ipumep tena oreera B popmate JSON:

{
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"Keyld":"6AFA3248-2A3B-4DB5-9552-F58947666605",
"KeyCode":"5/34245",

"KeyType":2,
"Object":"5615E6F9-79C3-4623-9B18-21C194FEC2CC",
"ObjectType":1

5.10.3.4. B ciyuae eciu 3anpoc Oyzaer coxepkath Keyld, koTopsiii OTCYTCTBYET B
bJI CKVY ]I, 6yner copmupoBan oTBeT ¢ kKojaoM 422 u tenom oreta B hopmare JSON ¢

ommbounsiM Keyld. ITpumep Tena oreeta B hopmate JSSON:

{
"FailedKeyld":"F24D3D59-0BF8-49B5-A156-FC03939ADOF9"

5.10.4. TIpumep URL c 3anmonHEeHHBIMU MTapaMeTPaMH JIJIsl BBITOJTHEHUS METO/IA!
https://192.168.0.1:443/acs/car/6F9619FF-8B86-D011-B42D-00CF4FC96400/add_key

5.10.5. B pesynprare ycmemHoW BbIJa4YM (HA3HAYEHHS) KIIOUEH aBTOMOOWIIIO
oyner copmupoBan orset ¢ kogoMm 201 u Tenom orBera B popmare JSON.

5.10.5.1. Onucanue CTpyKTyphl OTBETA npescTaBieHo B Tabmuna 49.

Tabmuua 49
No Nmn Onucanue moJs Tun | O6s3. IIpumeyanue
arpudyra
1. | Carld YHUKaJIbHBIN UAESHTH(HUKATOP GUID| +
aBTOMOOMIIS
2. | Loading [Mpu3nak HeoOXxoauMocTH nporpy3ku | bool | + Ecnm mapamerp oTcyTCTBOBAI
KOHTPOJUIEPOB, Y4aCTBYIOLIHX B B 3aIIpOCE, TO B OTBETE €r0
IPEA0CTaBICHUH JOCTYyIIa 3Hauenue oOyner false
3. | Keyld YHukanbHbii unentuukarop kioya | GUID | +

5.10.5.2. Ilpumep tena orBeta ¢ kogom 201 B popmarte JSON:

"Carld": "6F9619FF-8B86-D011-B42D-00CF4FC96400",
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"Loading": true,
"KeysData":[ "6AFA3248-2A3B-4DB5-9552-F58947666605" ]

5.11. AHHyJupoBaHMe BLIIAHHBIX KJII0Yell Y aBTOMOOWIA

5.11.1. ins annynupoBaHus (OTMEHBI Ha3HAUYCHHS) BCEX HA3HAUYCHHBIX KIIOUYEH y
apromoowist B b/ CKVY ]l HeoO0xoaumo OTIpaBUTH 3alpOC METOIOM:

PUT https://{IP:port}/acs/car/{Carld}/cancel_keys

riae {IP:port} — IP-anpec u nopt kommbiorepa VideoNet, siBisromerocs OCHOBHbIM
cepepoMm b CKVY I;

rae {Carld} — YHukanpHbIli uaeHTH(GHUKATOP aBTOMOOWIIA.

5.11.2. ITapameTpbl CTPOKHU 3anpoca OTCYTCTBYIOT.

5.11.3. Teno 3anpoca B popmare JSON orcyTcTBYyET.

5.11.3.1. B ciyuae ecnu 3anpoc 0yaet conepxkatsh Personld, koToperit oTcyTCTBYET
B bJI CKVY I, 6ynetr chopmupoBan oTBeT ¢ kojgoM 404.

5.11.4. TIpumep URL c 3anonHeHHBIMU TTapaMeTpaMH JIJIsi BEITIOTHEHUSI METOIA!
https://192.168.0.1:443/acs/car/6F9619FF-8B86-D011-B42D-
00CF4FC964FF/cancel_keys

5.11.5. B pe3ynbrare yCHENIHOIO aHHYJAUPOBAaHMS (OTMEHBI HA3HAYEHHUsS) BCEX
Ha3HAUYCHHBIX KJIIOUel y aBToMoOmiIs Oyner chopmupoBaH oTBeT ¢ koxoMm 201 u temom
orBeTa B hopmare JSON.

5.11.5.1. Onucanue CTpyKTypbl OTBeTa npeacTasieHo B Tadmuma 50.

Ta6muma 50
Ne Hms Onucanue moJs Tun | O6s3. | [Ipumeuyanne
arpudyra
1. | Carld VYHUKaNbHbIN UIEHTH(HUKATOP aBTOMOOUIIS, Y GUID| +
KOTOPOr0 aHHYJIMPOBAH AOCTYII

5.11.5.2. Ilpumep tena orBeta ¢ kogom 201 B hopmate JSON.

"Carld": "6F9619FF-8B86-D011-B42D-00CF4FC964FF"
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5.12. BiokupoBKa 10CTYyNA JHOIAAM

5.12.1. Jlna 6mokupoBku gocrymna nogasMm B b/l CKY ]l HeobxoguMo OTHpaBUTH
3alpoC METOIOM:

PUT https://{IP:port}/acs/personslist/block

riae {IP:port} — IP-anpec u nopt komnbiorepa VideoNet, siBisromierocs OCHOBHbIM
cepepoMm b CKV 1.

5.12.2. ITapameTpbl CTPOKHU 3anpoca OTCYTCTBYIOT.

5.12.3. Teno 3anpoca B popmare JSON 10/mKHO OBITH 00s3aTEIBHO.

5.12.3.1. Onucanue nmapaMeTpoB Tejia 3amnpoca yka3ano B Tabmuma 51.

Tabmuma 51
Ne Nwms Onucanue moJs Tun 0093. | [Ipumeyanne
arpudyra
1. | PersonData | MaccuB ¢ yHUKaJIbHBIMU HICHTH(PHUKATOPAMHU Personid| +
TFOeH, KOTOPBIX HEOOXOIUMO 3a0JIOKHPOBATH

5.12.3.2. Tlpumep Tena 3anpoca B hopmare JSON:

"PersonData":["0AFF69FB-F5D9-401C-89C6-0304024A6DA0",
"0D712037-694B-4BBE-8771-D435B02AF094 ",
"1DC6C970-A4DC-42A3-8975-6373901D6C2B"]

}

5.12.4. TTpumep URL ¢ 3anmonHEHHBIMY ITapaMeTpaMH JIJIs BBIMTOJIHEHUS METOAa:
https://192.168.0.1:443/acs/personlist/block

5.125. B pesynbrare ycnemHoW OJOKMPOBKHA JOCTyNa JIIOASM  Oyner
chopmupoBan otrBeT ¢ kojoMm 201 u Tenom oteera B popmate JSON.

5.12.5.1. Onucanue CTpyKTyphl OTBETA MpecTaBieHo B Tadmuma 52.
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Tabmuma 52
Ne Nwms Onucanune moJs Tun | O6n3. IIpumeyanne
arpudyra
1. | PersonData | Maccus u3 GUID mroxeit, Personld| - OTtcyTcTBHE MaccHUBa B OTBETE
KOTOPBIM 3a0JIOKUPOBAH 03HA4aer, 4YTo HET JI0JIEH,
JOCTYII KOTOPBIM OBLIT 320JI0KHPOBaH
JOCTYII.
2. | FailedPerson | Maccus u3 GUID nroneit, Personid| - OTcyTcTBUE MaccHBa B OTBETE
KOTOpbI€ ObUIN B 3a1poce, HO O3HAYaeT, YTO B 3a1poce He ObUIO
orcytcTBYy10T B b/ CKVY]] JIOJIEN, KOTOPBIE OTCYTCTBYIOT B
Bl CKY I

5.12.5.2. [Ipumep Tena oreta ¢ kogoMm 201 B hopmare JSON.

"PersonData":["0AFF69FB-F5D9-401C-89C6-0304024A6DA0",
"0D712037-694B-4BBE-8771-D435B02AF094 "],
"FailedPerson":["1DC6C970-A4DC-42A3-8975-6373901D6C2B"]

5.13. Pa3010kMpoBKa J0CTYNA JIOAAM

5.13.1. Jlnsa pazonokupoBku pocryna jgoasm B B/ CKY [ Heo6xoaumMo oTIpaBUTh
3aIpoC METOIOM:

PUT https://{IP:port}/acs/personslist/unblock

riae {IP:port} — IP-anpec u nopt kommbiorepa VideoNet, siisrorerocs OCHOBHbIM
cepsepom B[ CKVY/I.

5.13.2. ITapameTpbl CTPOKHU 3ampoca OTCYTCTBYIOT.

5.13.3. Teno 3ampoca B popmate JSON 10mKHO OBITH 00513aTEIBHO.

5.13.3.1. Onucanue napaMeTpoB Tela 3amnpoca ykazaHo B Tabmuia 53.
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Tabmuna 53
Ne Nwms Onucanune moJs Tun | O6s3. Mpumeuanue
arpudyra
1. | Loading [Tpu3Hak HEOOXOTUMOCTH bool - Ecnu mapamerp oTcyTcTBYyET
POrpy3KH KOHTPOJUIECPOB, B 3aIpOCe, TO €ro 3HaYCHUE
YYaCTBYIOIIHX B MPEIOCTABICHUN Oyner onpeneneno kak false.
JIOCTyTa [MToxpoOHee 0 mapamerpe CM.
n.54.3.2
2. | PersonData | MaccuB ¢ yHUKaJIbHBIMH Personld| +
uaeHTH(pUKaTOpaMH JIFOICH,
KOTOPBIX HEOOXOIIMO
pa30JI0KupOBaTh

5.13.3.2. Ilpumep Tena 3ampoca B popmate JSON

"PersonData":["0AFF69FB-F5D9-401C-89C6-0304024A6DA0",
"0D712037-694B-4BBE-8771-D435B02AF094",
"1DC6C970-A4DC-42A3-8975-6373901D6C2B"]

}

5.13.4. ITpumep URL c 3anmoiHeHHBIMU TTapaMeTpaMH JIJIsl BEITIOTHEHUSI METOIA!
https://192.168.0.1:443/acs/personlist/unblock

5.135. B pesynpraTe ycmemHOW pa30IOKUPOBKH JOCTyNa JIHOAAM  OyneT
chopmupoBaH otrBeT ¢ kojoM 201 u Tenom otBera B popmate JSON.

5.13.5.1. Onucanue CTpyKTypbl OTBETa npeacTabieHo B Tabnuia 54,

Tabmuua 54
Ne HNmsa Onucanne moJis Tun | O0s3. IIpumeyanue
arpudyra
1. | PersonData | Maccus n3 GUID mozei, Personld| - OTtcyTcTBHE MaccuBa B OTBETE
KOTOPBIM Pa30JIOKUPOBaH O3HayaeT, YTO HET JII0JIEH,
JOCTYTI KOTOPBIM OBLJT pa30JI0KUPOBaH
JOCTYII.
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Ne HNmsa Onucanne moJis Tun | O0s3. IIpumeuyanue
arpudyra
2. | Loading [Ipu3Hak HEOOXOAMMOCTH bool + CooOTBeTCTBYET 3HAUCHUIO
MPOrPY3KH KOHTPOJUIEPOB, napameTpa B 3arpoce
Y4aCTBYIOIIHX B
NPEOCTaBICHUHN JTOCTYIIA
3. | FailedPerson | Maccus u3 GUID mozeii, Personld| - OTCyTCTBUE MacCHUBa B OTBETE

KOTOpbI€ ObUTH B 3ampoce, HO

orcyrctByioT B BJ[ CKY /]

O3HaYaer, 4yTo B 3aIpoce He
OBLIO JTI0/1EH, KOTOpbIE

orcyrctByioT B b/l CKY ]|

5.13.5.2. [Ipumep Tena oreta ¢ kogoMm 201 B hopmate JSON:

"PersonData":["0AFF69FB-F5D9-401C-89C6-0304024A6DA0",
"0D712037-694B-4BBE-8771-D435B02AF094"],

"Loading": false,

"FailedPerson":["1DC6C970-A4DC-42A3-8975-6373901D6C2B"]
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6. METOAbI Y IAJIEHUSA JAHHBIX U3 B/l CKY |

6.1. O0mmue cBexeHNs

6.1.1. Buemnss cucrema ais ynanenus gaauabix u3 bJI CKVY]l nomxHa oTIpaBUTh
3anpoc Mmetogom DELETE.

6.1.2. [Topsimok aBropu3anuu ykasza B 1. 3.1.2.

6.2. Ynanenue noapaszaenenust u3 bJI CKY /I

6.2.1. [lns ynanenus rpynnel (moxapasaenenus) u3 bBJl CKY][ neobxomumo
OTIIPaBUTH 3aMPOC METOJIOM:

DELETE https://{IP:port}/acs/group/{Groupld}

rae {IP:port} — IP-anpec u nmopt kommbroTepa VideoNet, sBisronierocss OCHOBHBIM
cepsepom b/l CKVY /;

rae {Groupld} — YHukanbHbIH HACHTUDUKATOP TP (TIOApa3ISIICHHS).

6.2.1.1. B ciny4ae ecnu ykasanubii Groupld 6yaer orcyrcrBoBate B B/l CKVY/,
Oyznet chopMupoBaH OTBET ¢ KojoM 404,

6.2.1.2. B cmywyae ecnu ykazanHblii Groupld Oymer OTHOCHUTBCS K TpYIIIIE,
ylIaJIeCHHEe KOTOPOM HEBO3MOXKHO, OyAeT cPopMHpoBaH OTBET ¢ KOAOM 422 U TeloM

OTBETa, CojIepKaIuM 3HadeHue HekoppekTHoro Groupld. [Ipumep Tena orBera B popmare

JSON:

{
"Groupld":"6F9619FF-8B86-D011-B42D-00CF4FC964FF"

6.2.2. IlapameTpbl CTPOKH 3aIIpoca OTCYTCTBYIOT.

6.2.3. Teno 3anpoca B popmare JSON oTcyTCcTBYET.

6.2.4. Ilpumep URL c 3amonHeHHBIME TapaMeTpaMu JIJIs1 BBITIOJIHEHUSI METOAA:

https://192.168.0.1:443/acs/group/6F9619FF-8B86-D011-B42D-00CF4FC964FF

6.2.5. B pesynbTare ycnemHnoro yaanenus rpynmsl (moapasaenenus) u3 b/ CKY [
oynet chopmupoBan oTBeT ¢ kojgoM 201 u Teom oteeta B hopmare JSSON.

6.2.5.1. Onucanue CTpyKTyphl OTBETa MpeacTaBieHo B Tabmuma 55.
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Tabmuua 55
Ne Nwms Onucanue nmoss Tun | O6s3. IIpumeyanne
arpulyra
1. | Groupld YHUKaIbHBIN UIEHTH(HUKATOD GUID| + BosBpamaercs GUID
YAAIIEHHOM I'pyIIIIbI YAAJIEHHOMN T'PYIIIBI
(moapaszaenenust) (moapaszaenenust)

6.2.5.2. [Ipumep tena oreera ¢ kogom 201 B popmare JSSON:

{
"Groupld":"6F9619FF-8B86-D011-B42D-00CF4FC964FF",
}
6.3. Ynanenue gomxknoctu u3 bBJI CKY I
6.3.1. Jlna ynanenus nomwkHoctd u3 bJl CKY ]l HEo0XoauMoO OTIpaBHUTh 3ampoc
METOIOM:

DELETE https://{IP:port}/acs/position/{Positionld}

rae {IP:port} — IP-agpec u mopt kommbiorepa VideoNet, siBisroierocss OCHOBHBIM
cepsepoMm b CKVY I;

rae {Positionld} — YuukanbHbIi HASHTHDUKATOP JODKHOCTH.

6.3.1.1. B ciyuyae ecnm ykazannblid Positionld oyner orcyrcrBoBath B B/l CKVY/,
oyner copmupoBaH oTBeT ¢ kojom 404.

6.3.2. [TapameTpsl CTPOKHU 3ampoca OTCYTCTBYIOT.

6.3.3. Teno 3ampoca B popmare JSON oTcyTcTBYyET.

6.3.4. Ilpumep URL c 3amoHEeHHBIME TapaMeTpaMu /ISl BBIMIOJTHEHUST METO/IA:

https://192.168.0.1:443/acs/position/6F9619FF-8B86-D011-B42D-
O0CF4FC964FF

6.3.5. B pesymprare ycmemHoro ymaneHus pomwkHoctd w3 bJI CKY]l Oymer
chopmupoBaH otrBeT ¢ kojoM 201 u Tennom otBera B popmate JSON.

6.3.5.1. Onucanue CTPYKTYphI OTBETa IpecTaBieHo B Tabmmia 56.
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Tabmuua 56
Ne Nmn Onucanue moJis Tun | O0s3. IIpumeuanue
arpulyra
1. | Positionld YHUKaTBHBIN HIeHTH PUKaTOp GUID| + BosBpamaercs
yIaJTeHHOW JOKHOCTH ynanennsiii GUID

6.3.5.2. [Ipumep tena oreera ¢ kogom 201 B popmare JSSON:

{
"Positionld":"6F9619FF-8B86-D011-B42D-00CF4FC964FF"
}
6.4. Ynanenue uenoBeka u3 b/l CKY /I
6.4.1. Ina ynanenus yenoBeka u3 bJ[ CKVY]l HeoOXoauMo OTHpaBUTH 3ampoc
METOJIOM:

DELETE https://{IP:port}/acs/person/{Personlid}

rae {IP:port} — IP-agpec u nopt kommnsiotepa VideoNet, sBisroerocss OCHOBHBIM
cepepoMm bJ[ CKVY I;

rae {Personld} — yHukaabHbIH HaeHTH()UKATOP YETOBEKA.

6.4.1.1. B cayuae ecnu 3anpoc O0yner comepxkarb Personld, kotopslii 0TCyTCTBYET
B bJ] CKVY /I, 6yner copmupoBan oTBeT ¢ kKojom 404.

6.4.2. [TapameTpbl CTPOKH 3aIIpoca OTCYTCTBYIOT.

6.4.3. Teno 3anpoca B popmare JSON oTcyTCcTBYET.

6.4.4. Ilpumep URL c 3amonHeHHbIMH TapaMeTpaMu JAJIsl BBIMOJIHEHUSI METO/IA:

https://192.168.0.1:443/acs/person/6F9619FF-8B86-D011-B42D-
O00CF4FC964FF

6.4.5. B pesynbrare ycnemHoro ynaieHuss uenoBeka u3z b/l CKVY]l Oyner
copMmupoBaH oTBeT ¢ kojoMm 201 u Tenom orera B popmare JSON.

6.4.5.1. Onucanue CTPYKTYphI OTBETA IpeicTaBieHo B Tabmiumia 57.
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Tabmuua 57
Ne Nmn Onucanue moJis Tun | O0s3. | [Ippumevyanue
arpulyra
1. | Personld VYHUKaNIbHBIN HIEHTH(UKATOP YAATEHHOTO GUID| +
4e0BeKa

6.4.5.2. [Ipumep tena orBera ¢ kogom 201 B popmare JSSON:

{
"Personld":"6F9619FF-8B86-D011-B42D-00CF4FC964FF"
}
6.5. Ynanenue aromoouis u3 bJI CKYJI
6.5.1. [{ns ymanenus aBromoOuins u3 b/ CKVY ]l HeoOxomuMo OTIpaBUThH 3ampoc
METOJIOM:

DELETE https://{IP:port}/acs/car/{Carld}

rae {IP:port} — IP-agpec u nopt kommnsiotepa VideoNet, sBisromerocss OCHOBHBIM
cepepom b/ CKVY ]

rae {Carld} — yHukanbHbIH HACHTH(HUKATOP aBTOMOOHIIS.

6.5.1.1. B ciyuae eciu 3anpoc Oyzaer conepxarb Carld, KoTopblii OTCYTCTBYET B
Bl CKY ], 6yner copmupoBan oTBeT ¢ KogaoM 404.

6.5.2. [TapameTpbl CTPOKH 3ampoca OTCYTCTBYIOT.

6.5.3. Teno 3anpoca B popmare JSON oTcyTCcTBYET.

6.5.4. Ilpumep URL c 3amonHeHHbIMH TapaMeTpaMu IJisl BHITIOJIHEHUS METOAA:

https://192.168.0.1:443/acs/car/6F9619FF-8B86-D011-B42D-00CF4FC964FF

6.5.5. B pesynbrare ycrnemmnoro ynaienus asromoOuis u3 BJ[ CKVY]l Oymer
chopmupoBan oTBeT ¢ kojoMm 201 u Tenom orBera B popmare JSON.

6.5.5.1. Onucanue CTpyKTypsl OTBETa MpeacTaBieHo B Tabmuma 58.
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Tabmumua 58
Ne Nmn Onucanue moJis Tun | O6s3. | [Ipumeuanue
arpudyra
1. | Carld VYHUKaNIbHBIN HIEHTH(UKATOP YAATEHHOTO GUID| +
aBTOMOOMIIS

6.5.5.2. [Ipumep tena oreera ¢ kogom 201 B popmare JSSON:

"Carld":"6F9619FF-8B86-D011-B42D-00CF4FC964FF"
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IMPUJIOKEHHUE
TECTOBOE ITPUJIOKEHHUE

TecroBoe TpUIIOKEHUE BBHIMOJHACT 3ampoc Ha cepBep VideoNet u mossosser

OLICHUTh KOPPEKTHOCTH BBIMOJHEHUSI HACTPOCK, YKa3aHHBIX B pazjene 2.

Hcxoanblii kox Ha Python

JIyis KOppEeKTHON OTmpaBKH 3ampocoB Ha cepBep VideoNet nHa si3bike Python B
3anpoce HeoOXoaumo ykazaTh (aitnbl «msa cepmugurxama.Crty, «Hmsa cepmugurxama-
decrypted.key» u «ms cepmughuxama.pemy (cm. 2.2.15.2).

ITpumep ckpumnra:
import requests
def main () :
url = 'https:
r = requests.get (url,

'111111"),

print (r.status code)

if name == " main ":
main ()

B pe3ynbprare BBINOIHEHHS CKPUIITA C 3alPOCOM IPU MNPABUIIBHOM HACTPOUKE,

BBITIOJIHEHHOM COTJIaCHO pazzeny 2, ToJbKeH npuidta Koz 200.

Ucxonnbiii kox Ha C#

Kon nanmcan va .NET Core 7.0 u nomken pa3meniatbes B daiine Program.cs.
[Ipumep kona:

using System.Runtime.InteropServices;
using System.Security.Authentication;
using System.Security.Cryptography.X509Certificates;

using System.Text;

username = "admin";

password = "111111";

baseAddress = "https://test.videonet.ru";
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crtFileName = "ssl/cert.crt";
decryptedKeyFileName = "ssl/cert-decrypted.key";

getQuery = "https://test.videonet.ru/acs/accessgroupslist”;

X509Certificate2 CreateCertFromPemFile( certPath, keyPath)
{

if (!RuntimeInformation.IsOSPlatform(OSPlatform.Windows))
return X509Certificate2.CreateFromPemFile(certPath, keyPath);
using cert = X509Certificate2.CreateFromPemFile(certPath, keyPath);

return X509Certificate2(cert.Export (X509ContentType.Pkcs12));

handler = HttpClientHandler();
handler.ClientCertificateOptions = ClientCertificateOption.Manual;
handler.SslProtocols = SslProtocols.Tls12;
handler.ClientCertificates.Add(CreateCertFromPemFile(crtFileName, decryptedKeyFileName));

client = HttpClient(handler)

BaseAddress = Uri(baseAddress),

encoded = Convert.ToBase64String(Encoding.GetEncoding("ISO-8859-1").GetBytes(username + + password));
client.DefaultRequestHeaders.Add("Authorization", $"Basic {encoded}");

result = client.GetAsync (getQuery);

WriteLine($"Result code: {( )result.StatusCode} - {result.StatusCode}");
WriteLine($"Result body: {result.Content.ReadAsStringAsync().Result}");

Console.WriteLine($"Press Enter for exit..");

.ReadLine();

[Ipn 3amycke CKOMIMJIMPOBAHHOTO TECTOBOTO TMpUMEpPAa TMpU MPABUILHOM

HACTPOWKe, BHIITOJHEHHON COTJIACHO pa3zieny 2, JOJHKEeH MPUITH OTBET Ha 3arpoc ¢ KOJOM

200.
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