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VideoNet Metozpl 3ampocoB coObITHii KypHanoB o REST API

1. OBIIAE CBEJEHUS

1.1. VideoNet nmeeT BO3MOXKHOCTD MepeaBaTh CTOPOHHUM MPUIOKCHUSIM (J1anee
— Baemmnsas cucrema) ¢ momompio REST APl cooOmeHuss 0 COOBITHSX CHCTEMBI,
MPOTOKOJIMpYeMBIX B )xypHanie CKVY /1.

1.1.1. Ins 3anpoca cooOiienuii, BHeNm s cuctemMa JOJKHA MPEICTaBIsATh OO0
REST API xiuenT (ommcaHue HACTPOWKH cM. B paszene 2.2), mis kotoporo VideoNet
OyzeT BBICTYIIATh B KaUeCTBE cepBepa (OMMcaHne HaCTPOMKHU CM. B pazaeiie 2.1).

1.1.2. VideoNet otmpaBisieT B OTBET Ha 3ampoC JIaHHBIC O COOOMIECHUSAX, KOTOPBIC
3aTeM MOT'YT ObITh 00paboTaHbl BHelIHel cuctemMoii.

1.2. Tlepenaua coobmieHuii o coObiTusix cuctembl VideoNet peanmzoBaHa c
IIOMOIIIBIO MOYJIs st 3arpoca coowtuii o REST API (manee — Mmomyin).

1.2.1. KommnbpioTep, K KOTOPOMY TMOAKIIOUEH MOJYJb, OTIPABISET JAaHHBIE O
3aIllPOIICHHBIX COOBITHX XKypHaia B oTBeT Ha MeTon GET.

1.2.2. K ogHOMY KOMIIBIOTEPY MOXET OBITh MOAKIIOYEH TOIBKO OJIUH MOYJIb.

1.2.3. Inst paGothl ¢ MoaynemM Ha kommbioTepe VideoNet momkHa OBITH JUIIEH3US
«Monyib 3anpoca coobiTuii mo REST API» (SM-LOG-API).

1.2.4. CymecTByeT BO3MOXHOCTH 3a0JIOKHPOBAaTh MOIYJIb, B PE3yJIbTaTe YEro
OTIIPaBKa OTBETOB Ha 3anMpochl BHENIHEHW cHCTeMbl MPOU3BOAUTHCS HE OYIET.

1.3. B ciiyuae Gosbiioro kosimuectBa 3arnpocoB k VideoNet MoxkeT BO3HUKHYTB
CUTYyallus, TP KOTOPOil 00paboTKa 3ampocoB HE OYyJeT BO3MOXKHA HEKOTOpoe Bpems. B
TaKOM ciiydae B oTBeT Ha 3ampoc VideoNet Bepuér kon ommbku cepepa 503. 3ampoc k

VideoNet MoxHO OyzieT HampaBUTh MOBTOPHO Yepe3 HEKOTOPOE BpeMsI.
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VideoNet MeTozbl 3a11pocoB coObITHii KypHasos mo REST API

2. HACTPOMKA KOMIBIOTEPOB 1 MOJY.JIS J1JIS1 3AITIPOCA
COBBITUI

Buumanue! Bouinonnenue Hacmpoex, onucaHumvlx 6 pazderax 2.1 u 2.2,
HeoOxXo0umo moavko O pabomsi ¢ ucnoavzosanuem HTTPS. Ecimu Bei xomume
ucnoawvzosams HTTP — omkntouume nposepky SSL-cepmughukama 6o enewinel cucmeme u
8bINOJIHUME HACMPOUKU, ONUCAHHbLE 8 pazoene 2.3.

Koppexmhocmv  8binoOIHeHUsI HACMPOEK MONCHO NpOBepums Npu  NOoMOwU

mecmogo2o npunodicenus: (cm. Ilpunosxcenue k OoKymenmy).

2.1. Hactpoiika cepBepa (komnbiotepa ¢ VideoNet)

2.1.1. Ha xomnbloTepe, Ha KoTopoMm ycranoBieH VideoNet, 3amyctute Windows
PowerShell or umenn agmMuaUCTpaTopa.

2.1.2. Beequte crnenyromyro komanay B Windows PowerShell mist Beimycka Ha
cepBepe SSL-ceprudukara (manee — Ceprudukar):

$cert = New-SelfSignedCertificate -certstorelocation cert:\localmachine\my -
dnsname JKenaemoe DNS umst

Hanpumep, ecnu DNS oonocen Ovime test.videonet.ru, mo xomanoa oondxicua
gvlensioems creoyrowum oopasom: $cert = New-SelfSignedCertificate -certstorelocation
cert:\localmachine\my -dnsname test.videonet.ru

2.1.3. BeauTe clieyronIyro KOMaHay JUIsl CO3/IaHUS ITapOJIs:

$pwd = ConvertTo-SecureString -String "JKenaemwiti napoav" -Force —
AsPlainText

[Tapoib TOMKEH YKa3bIBaThCS B KaBBIYKAX.

IIpumep romanowr: $pwd = ConvertTo-SecureString -String "112233" -Force —
AsPlainText

2.1.4. Beegute cheAyomlyl0 KOMaHAy Il TOAydeHHs HWHGPOpMAIUU O
ceprudukare:

$certpath = "Cert:\localMachine\my\$($cert. Thumbprint)"

2.1.5. BBequTe CIIEIYIONIYI0 KOMAaHY JUISA 3KCIIOPTa CO3aHHOTO CepTHU(HUKATa B

KEJITAEMYIO TMATKY:
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VideoNet Metozpl 3ampocoB coObITHii KypHanoB o REST API

Export-PfxCertificate -Cert $certpath -FilePath IMoaneii nyme nanku u ums
¢aiina.pfx -Password $pwd

Hanpumep, ons coxpanenus cepmucghuxama c umenem «Certy e nanxy F:\certificate
Komanoa O0ondicHa eviensdems  creoyiowum obpasom. Export-PfxCertificate -Cert
$certpath -FilePath F:\certificate\cert.pfx -Password $pwd

B pe3ynbTare BBINOSHEHUS KOMaHIbl MOABUTCS MH(MOpmaius o0 skcnopre (cMm.

Pucynok 1). B yka3zannyro nanky OyneT coxpanés Qaiin ceprudukara.

New-SelfSignedCertificate cert:\localmachine\my test.videonet.ru
ConvertTo-SecureString 3

.Thumbprint)
D:\Work\cert.pfx

LastWriteTime Length Name

16.05.2024 11:15 2661 cert.pfx

Pucynok 1
2.1.6. [Tocne coxpanenusi (Qaitna ceprudukata HEOOXOAUMO TOIYUYUTHh E€rO
OTICUYaTOK JJIsl 100aBicHUs B KOH(urypanuonusiii daiin VideoNet. [1yis 3Toro BBeIUTE
cnenyronryro komanay B Windows PowerShell:
$cert. Thumbprint
2.1.6.1. CkonmpyiiTe 0TOOpa3UBIIHIACS OTIIEYaTOK cepTudukara (cM. PucyHok 2).

m3

ste .Thumbprint
53967

> 3
J6FA7AGEBB1ECT7C72B

PS C:\Windows\sy
6E1E62D39F2FC3C5

2
2

Pucynox 2
2.1.7. Otkporite daitn «VideoNet.config», Haxomsmmiics B mamnke, B KOTOPYIO
ycraHosieH VideoNet (o ymomuanuro: C:\Program Files (x86)\SKYROS\VideoNet 9).
2.1.8. Jlo6aBbTe B (haiin B cekruio «Behaviour» ciaemyromnyro ctpoky (cM. PucyHok
3) U COXpaHUTE €ro:
<ETCRestService Thumbprint>Omneuamox
cepmugpuxama</ETCRestServiceThumbprint>

Hanpumep:

© Koprnopamus CKAMPOC 5



VideoNet Metozpl 3ampocoB coObITHii KypHanoB o REST API

<ETCRestServiceThumbprint>42a800962e93c245d45500da08ab3f26e701ff8d</E

TCRestServiceThumbprint>

<ETCRestServiceThumbprint>42a800962e93c245d45500daB8ab3126e701ff8d</ETCRestServiceThumbprint>

</Behaviour>
<!-- OTnago4Hbie napameTpbl -->
</VideolNetConfig>
Pucynok 3
2.1.9. Otkpotite daitn «hostsy, HaXOISIIIUICS o aapecy

«C:\Windows\System32\drivers\etc\hosts» u no6aBpTe B Hero IP-ampec xommbproTepa u

DNS wums1, koTopoe ObUTO yKa3aHO MPU BBIMTOTHEHUH KOMAaH/IbI, onmrucanHou B 1. 2.1.2 (cm.

Pucynoxk 4).
# localhost name resolution is handled within DNS itself.
¥ 127.0.0.1 localhost
# Rl localhost

|192.168.5.99 test.videonet.ru R——
Pucynoxk 4
2.1.10. [Tocire aTOrO 3amycTtuTe coxpaHEHHBIA (aiim cepTudukara (HaIpUMeEp,

«cert.pfx»). Otkpoetcst «kMacrep ummnopra cepTupuraToB» (cM. Pucynok 5).

‘s

Macrep nmnopra ceptnpukartos

3TOT MACTEP NOMOraeT KOMMPOBATb CEPTMAMKATBI, CTIMCKN AOBEPMA U CTIUCKM OT3bIBa
CepTUHMKATOB C NOKANbHOr0 AWCKA B XPaHUIUILE CEPTUDMKATOB.

CepTudmKaT, BblaaHHbIA LIEHTPOM CEPTUOHKALIM, SBNSETCH NOATEEPMKAEHUEM BalLei
NWU4HOCTH M COAEPXKMT MHAOPMALKNO, HEOEX0AMMYIO ANS 33UMTEI AGHHBIX UK
YCTEHOBNEHNA 3ALUMLEHHBIX CETEBLIX MOAKMOHEHMA. XPaHUNULLE CEPTUUKATOB —
570 0611aCTb CUCTEMbI, NPEAHASHAYEHHEA ANA XPAHEHMS CEPTU(MKATOS.
PacnonoXeHue XpaHunuwa
© Texywwit nonssosatens

(O NoxansHsiit KoMnbOTED

[Ans NPOAOIDKEHNS HEXMUTE KHOMKY “flanee”.

[Janee OtmeHa

Pucynoxk 5
2.1.11. BriGepure myHKT «JIOKaJIbHBIA KOMITBIOTEP» U HAXMUTE «/laneey.

2.1.12. TlpoBepwTe ums ¢aiina B ctpoke «Mms daitna» u Haxmute «Jlameey.

© Koproparus CKAUPOC



VideoNet Metozpl 3ampocoB coObITHii KypHanoB o REST API

2.1.13. Beeaurte napoJib, yKa3aHHBIN MPH BHIMOJHECHUH KOMaH/IbI, OIIMCAHHOM B TI.
2.1.3, B mone «Ilapomby.
2.1.14. Bxmouute mnapameTp «IloMeTUTh 3TOT KIIIOY KaK SKCIOPTHPYEMBII. . .»

(cM. Pucynok 6) u Haxmute «Jlamee».

=

3aWmTa C NOMOWBIO 3aKPLITOrO KAKOUa

[nga obecneyeHns HE30NacHOCTH 33KPLITHIN KNKOY 33LUMLLEH NaponeM.

BseauTe naponb ANs 3aKpbITOro KNK4a.

Maponb:
112233

MNoKasbiBaTh Napons

MapaMeTpbl MMNOPTa:

B/ ToMeTITL STOT KMOY KaK SKCNOPTMPYEMBIM, YTO NOSE0MMT COXPaHSTL
PE3EpBHYIO KOMMIO K/KoYa W NepeMelLaTh ero.

<NiovYa C nomMolwbio BesonacHoi BUPTyanusaLpm

BKNIOYMTL BCE PaCLUMPEHHLIE CBOINCTBA.

lanee OtmeHa

Pucynok 6
2.1.15. Beibepute nyHKT «IlomecTuTh Bce cepTUdUKATBI B CICAYIOIIEE
XpaHWIKLIE», a 3aTeM HaXMHUTe KHONKY «O030p». OTKpoercs okHO «BbiOop XpaHunuina
ceprudukaTay.
2.1.16. B okxnHe «Bpibop Xpanwmuma —ceptudukatay BbIOEpHUTE  IYHKT
«JloBepeHHbIC KOpHEBBbIC IEHTPHI cepTudukamum» 1 Haxmure «OK» (cMm. PucyHok 7).

Haxxmute «Jlanee» B okHEe MacTepa UMIIOpTa CEPTUHUKATOB.

© Koprnopamus CKAMPOC 7



VideoNet Metozpl 3ampocoB coObITHii KypHanoB o REST API

=

Xpanwnuuie ceprupuxarTos

XpaHUnuWa cepTUOMKATOB - 3TO CUCTEMHBIE 06NacTH, B KOTOPbIX
XPEHATCA CEPTUDMKATEI,

Windows aBToMaTU4ecKky BoIBEpET XpaHUIMLLE, AW Bbl MOXETE YKa3aTb
pacrionoxeHne cepTUPUKaTa BPYHHYIO.

() ABTOMaTUYECKN BbIBPATSL XPAHUNMILE Ha OCHOBE TUNE CEPTUDMKATa
© MomecTiTs Bee cepTHdMKaTEI B CNEAYIOWEE XPaHUMLE

XpaHunuwe cepTudmuKaTos:

JloBepeHHbIe KOPHEBbIE LIEHTPbI CEPTUDMKALIMN 0630p... ]

lanee OTtmeHa

Pucynok 7
2.1.17. Ha miare «3aBepiieHHEe MacTepa HUMIIOPTa CEPTUPUKATOB» HAKMUTE
«Il"otoBo». OTOOpa3uTcs cooduenne « IMIopT ycrnenHo BhIITOJIHEH.
Ha stom Hactpoiika cepBepa OyzaeT 3aBeplieHa, U MOXHO OyAeT 3amycKarb

VideoNet.

2.2. Hactpoiika KJIMeHTa (KOMIIbIOTEPa ¢ BHELIHEH crucTeMoi)

2.2.1. Tlepenecure (aiin ceprudukara (¢ pacmmpenueMm «.pfx»), cozmanHblil Ha
cepBepe (cm. 1. 2.1.5) Ha KOMIIBIOTEP-KIIUEHT.

2.2.2. Tlocae »toro 3amyctutre aitn ceprtudukara (Hampumep, «cert.pfx»).
Otkpoercs «Macrtep ummopta ceprudukaron» (cM. PucyHok 5).

2.2.3. Beibepute nyHKT «JIOKanbHBIN KOMITBIOTEPY» U HAXMUTE «J{aneey.

2.2.4. IIposepbTe ums ¢aiina B crpoke «Mms daiina» u Haxxmute «Jlaneey.

2.2.5. BBequTe mapoiib, YKa3aHHBIM MPU BHIOJHEHUH KOMAaH/IbI, OMUCAHHOW B TI.
2.1.3, B none «Ilapoiby.

2.2.6. BxmounTe mapamerp «I[IoMETHTH 3TOT KITFOY KaK 3KCIMOPTUPYEMBIH. ..» (CM.

Pucynok 6) n naxmure «Jlaneey.
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VideoNet Metozpl 3ampocoB coObITHii KypHanoB o REST API

2.2.7. Boibepute 1nyHKT «lloMecTuth Bce cepTU(dUKATHI B  CIEAYIOIIEE
XpaHUJIUIIE», a 3aTeM HaXmMuTe KHONKY «O030p». OTKpoeTcs 0kHO «BpiOOp XxpaHuiIMa
ceprudurartay.

2.2.8. B oxne «Bp16op xpanunuiia ceptudukara» BeiOepuTe TyHKT «/loBepeHHbIE
KOpHEBBbIE IIeHTpbl cepTudukamumy u Haxmutre «OK» (cm. Pucynok 7). Haxmwure
«Jlaee» B OKHE MacTepa UMIIOPTa CEPTUPUKATOB.

2.2.9. Ha mare «3aBepiieHne MacTepa HUMIOPTa CEPTHPUKATOBY» HAXKMUTE
«I"oToBO». OTOOpa3uTcs cooduieHne « IMIopT yCrenHo BEITOJHEHY.

2.2.10. IToBTopute neictBus mo m. 2.2.2-2.2.9, Ho B okHe «BpiOop XpaHumuiia
ceprudurarta» (cM. 1. 2.2.8) BeIOepUTe MyHKT «JInaHOEY.

2.2.11. Otkpoiite daiin «hostsy, HaXOSIIHICS 1o aapecy
«C:\Windows\System32\drivers\etc\hosts» u mo6aBbre B Hero IP-agpec m DNS wums
cepBepa, KOTopoe ObLIO yKa3aHO MPU BBIMOJHEHUH KOMaHJIbl, onMcaHHo B 1. 2.1.2 (cm.
Pucynok 4).

2.2.12. 3anyctute Windows PowerShell ot umenu agmunmucTparopa.

2.2.13. BeimonmHATE  CIEAYIONIYI0O KOMaHAy, YTOOBI YCTAaHOBHUTH pAaCIIUPEHHUE
Chocolatey:

Set-ExecutionPolicy Bypass -Scope Process -Force;
[System.Net.ServicePointManager]::SecurityProtocol =
[System.Net.ServicePointManager]::SecurityProtocol -bor 3072; iex ((New-Object
System.Net.WebClient).DownloadString(‘https://community.chocolatey.org/install.ps1’)

2.2.14. BeinonHuTe CIEAYIONYI0 KOMaHay, 4ToObl yctaHoBUTH OpenSSL.

choco install openssl

2.2.15. BeimonnHATe  CcIEAyIOIMKME KOMaHALI NI TeHepanmuu  (BailjioB |3
ceprudukara (cM. Pucynok 8):

1. openssl pkcsl2 -in IHoanwvit nyme u ims cepmughuxama.pfx -clcerts -nokeys -out
THonnwiti nyme u ims cepmughuxama.crt

Hanpumep, openssl pkesl2 -in D:\Work\cert.pfx -clcerts -nokeys -out
D:\Work\cert.crt.

© Koprnopamus CKAMPOC 9



VideoNet Metozpl 3ampocoB coObITHii KypHanoB o REST API

2. openssl pkcsl2 -in [loanvui nyme u wms cepmugurxama.pfx -nocerts -out
Tonnvul nyme u ims cepmughuxama-encrypted.key

3. openssl rsa -in Ioauwiii nymo u ums cepmughuxama-encrypted.key -out Iloamuwiii
nymo u ums cepmuguxama-decrypted.key

4. openssl pkcsl2 -in IHoanwii nyme u wms cepmugpuxama.pfx -out IHoanwvii nymeo

u umst cepmuchuxama.pem -nodes

2 Apmunucrparop: Windows PowerShell

Windows PowerShell
(C) KopnopauuAa Maiikpocodt (Microsoft Corporation). Bce npaBa auwuueHsbl.

YcTaHoBUTE nocnegHww Bepcuiw PowerShell anA HoBbix @yHkumi u ynydwenua! https://aka.ms/PSWindows

PS C:\Windows\system32> openssl pkcsi2 D:\Work\cert.pfx D:\Work\cert.crt
Enter Import Password:

PS C:\Windows\system32> openssl pkcsi2 D:\Work\cert.pfx D:\Work\cert-encrypted.key
Enter Import Password:

Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

PS C:\Windows\system32> openssl rsa D:\Work\cert-encrypted.key D:\Work\cert-decrypted.key
Enter pass phrase for D:\Work\cert-encrypted.key:

writing RSA key

PS C:\Windows\system32> openssl pkcsl2 D:\Work\cert.pfx D:\Work\cert.pem
Enter Import Password:
PS C:\Windows\system32>

Pucynoxk 8
2.2.15.1. Korma Windows PowerShell 3anpocutr mnaposib, BBeIuTe MapoJib,
yKa3aHHBIN TP BBIMOJTHECHUN KOMaH/IbI, OMMCaHHoM B 1. 2.1.3.
2.2.15.2. B pe3ynbTare BBINOJHEHUS KOMaH, OMUCAHHBIX B M. 2.2.15, B mamke

TOSIBATCSI paiiiibl ¢ pacmupeHusMu «.Crty, «decrypted.key» u «.pem» (cm. Pucyrok 9).

[ cert.pem 17.05.2024 12:18 ®aiin "PEM’ 4KB

[ cert-decrypted.key 17.05.2024 12:17 Daiin "KE 2 KB

D cert-encrypted.key 17.05.2024 12:15 ®ain "KEY 3Kb

= cert.crt 17.05.2024 12:13 Ceptudukar 6eso... 2 Kb
Pucynok 9
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VideoNet Metozpl 3ampocoB coObITHii KypHanoB o REST API

2.3. Hacrpoiika moxyJisi Ajs 3anpoca coobiTmii B VideoNet

2.3.1. [lapameTpsl  Momyass HactpauBaiorcss B VideoNet Ha  crpanuie
«uTerpanusy.

Cmpanuya «HMumeepayusy exooum 6 epynny cmpanuy «Cems VideoNety cpeowt
«Kongueypuposarnue.

2.3.1.1. TlonpoOHas uHpOpMALHMSI O HACTPOHKE MOIYJIS W pabOTE€ CO CTPAHMIICH
«MuTerparnus» ykazana B PykoBojctse noib3oBatens VideoNet.

2.3.2. YtoO6bl 1100aBUTH MOAYIb H OOECIEYUTh BO3MOXKHOCTH €ro paboThI
HEOOXOIUMO:

1) BeiOpath B JepeBe DIEMEHTOB KOMIIBIOTEpP, OT KOTOPOIO IIAHUPYETCS
MOJTy4aTh COOOIICHHUS;

2) YcranoButs (iaxok «IIpuanmats 3ampocs! mo REST API» B o6mactu cBoiicTB

BBIOpaHHOTO KoMIbroTepa (cM. Pucynok 10);

‘ Mo noaknoueHno | o TMnam
¥| MpuHumaTs 3anpocel no REST AP

[ MMouck O ||| Obuue

| v [ Bcacucrema |
\ v LA TECHWRITER (/lokaneHiii) | MopT Ans noakniouenmi: | 443
(=) Events REST AP| TECHWR]

Pucynox 10

3) YcraHoBuTh HEOOXOAMMOE 3HauUeHHE nmapamerpa «IlopT Ui MOAKIIOYEHHID» B
00J1acTH CBOMCTB BhIOpaHHOr0 KoMITbtoTepa (cM. Prucyrok 10);

4) Haxath KHONKY «Jl00aBUTh» Ha TaHENW HWHCTPYMCHTOB CTPAHMIIBI
«HTerpanusy;

5) BeiOpaTh B BeIagaroliemM crrcke siaeMent «Events REST APIy.

2.3.2.1. [Ipu noGaBieHWH MOIYIh OTOOPA3WUTCS B JIepEBE B BHJC DJIEMEHTA C
orpeeNI€HHBIM T0JIb30BaTesieM uMeHeM (mo ymonvanuio «Events REST APl <Mwusa
KOMRbIOMepa=y).

2.3.3. [Ipu BbIIETIEHUM MOAYJS B JEPEeBE DIJIEMEHTOB, B 00JIACTH CBOWCTB

AJIEMEHTOB (B MIPaBOM YaCcTH SKpaHa) 0TOOPa3SITCs €ro CBOMCTBA.

© Koprnopamus CKAMPOC 11



VideoNet Metozpl 3ampocoB coObITHii KypHanoB o REST API

2.3.3.1. CxkpuHIIOT 00JacTH CBOMCTB MOJYJIS IpecTaBiieH Ha Pucynok 11.

Events REST API TECHWRITER

Obuwue

Vims: | Events REST API TECHWRITER

HacTponku

MopT ANR NOAKAOYUYESHWIA:

Pucynok 11
2.3.4. YtoObl 3a0JIOKMPOBATh MOJYJIb M BPEMEHHO IMPEKPATUTh MPUEM 3alpPOCOB
HEOOXOIMMO BBIJICIUTh MOJYJL B JIEPEBE JJIEMEHTOB M HaXKaTh KHOMKY «biokupoBaTh

9JICMCHT» Ha IIaHCIIN MHCTPYMCHTOB.

© Koprnopamus CKAMPOC 12



VideoNet Metozpl 3ampocoB coObITHii KypHanoB o REST API

3. METOJIbI 3AITPOCOB COBBITHUM

3.1. O0mue cBeaeHns

3.1.1. [Ipu HeoOxomumocTh BHemrHel cUCTEMBI MOIYYUTh TEPEUYECHb COOBITHIA,
MPOM3OLIEAIINX 32 ONPEACIEHHBIN MEPUOJ HA OMNPEICIEHHOM KOMIIbIOTEpE, BHemHen
CHUCTEMOM JTOJDKEH OBITh BBINTOIHEH 3ampoc Metogom GET.

3.1.2. B 3aronoBke Authorization J0DKHBI OBITH TepeAaHbl TapaMeTphl username
u password (Basic aBTopuzanmsi).

3.1.2.1. TpeOyemble sl aBTOpU3AlMM IapaMETPbl username u password
nepealoTcs nojab3oBarensiM BHenHei cucteMbl B aIMUHUCTPATUBHOM TTOPSIJIKE.

3.1.2.2. Tlonb3oBarens VideoNet, username u password KoToporo OyayT
nepe/lalbl Uil aBTOPHU3allUM TPU 3alpOoce JIaHHBIX, JOJDKEH MMETh IpaBa Ha JOCTYI K
KypHaJlaM, K KOTOPBIM TUTaHUPYETCS OTIPABIISITH 3aPOCHI.

3.1.2.3. B cinyyae ecnu username u password He OyAyT COOTBETCTBOBATH IPYT
JIpyry uin OyayT HEeM3BeCTHBI, BHemnHell cucreme Oyner nepegana ommuodka ¢ kojgom 401.

3.1.2.4. B cmyyae ecnu mosib30BaTelb, Y€l username u password UCIOIb30BaHbI B
3ampoce, He WMeEeT mpaB [js paboThl C JAHHBIMHU JKypHalla, K KOTOpPOMY Tepenaércs
3amnpoc, BHemineit cucreme Oyner nepeaana omrbka ¢ kogom 403.

3.1.2.5. B ciyyae ecnu nonb3oBaTelb, Y€l username U password HCIOIb30BaHbI B
3arpoce, HE MMEET MpaB MJisi PabOThI C OMNPEACIEHHBIMU YCTPOWCTBAMHU, B OTBETE Ha
3anpoc OyAyT OTCYTCTBOBATH JIaHHBIE (COOBITHS) OT STUX YCTPOUCTB.

3.1.3. OTBeT Ha 3amMPOC MOXKET CoMIepkKaTh OOJIEEe OTHONU CTPAHUIIBI.

3.1.3.1. [TomtHOE KOTWMYECTBO CTPAHUIl OTBETOB YKA3bIBACTCS B MapaMeTpe OTBETa
TotalPages.

3.1.3.2. lns oOparieHust K He0OOXOIUMOM CTpPaHMIIE OTBETa HEOOXOIUMO TTOBTOPHO
o0paTUThCS C 3alpocoM, YyKa3aB B 3HaueHUWW Napamerpa Page TpeOyemblii HoMeDp.
Hywmepanusa crpannn HaunHaercs ¢ 0.

[Ipumep: TotalPages = 5. /[ns nonyuenus écex cmpanuy omeema HeobOX0OUMO

nociedosamenbHo omnpasums 3anpocsi ¢ Page = 0,1,2,3,4.
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3.2. MeToa 3anpoca co0biTHii :xypHana «2Kypnaa. CKY JI»

3.2.1. Ina monydenust coObituit kypHana «XKypuan. CKY]» nHeobxomumo
OTHPABUTh 3AMPOC METOAOM:

GET https://{IP:port}/log/acs

rne {IP:port} — IP-ampec u mopt xommbioTepa VideoNet, coObiTHs KOoTOpPOTO
HEO0XOAUMO TOTYIHUTh.

3.2.2. OnipeziesieHHbIE MapaMeTphl CTPOKHM 3ampoca JOJKHBI ObITh 00sA3aTENbHO.

Onucanue mapaMeTpoB CTPOKH 3ampoca npeacraBieHo B Tabnwmma 1.

Tabmuna 1
Ne HaumenoBanue Onucanne Tun 0013.
IIpumevanue
arpudyra JAaHHBIX
1. | Page CrpaHwuia gaHHbIX, | int - Ot 0 u ganee
KOTOPYIO [Tpu oTcyTcTBUU MapameTpa
HE00XOIUMO OyzneT Bo3BpaleHa ctpanuia 0
BEPHYTb. (nmepBast cTpaHuIa)
2. | DateTimeFrom Bpewms, ¢ kotoporo | datetime + Bpems B popmare RFC3339 B
HaJI0 3aMpPOCUTH uTC
coOBITHS
3. | DateTimeTo Bpewmsi, o kotopoe | datetime + Bpems B ¢popmare RFC3339 B
HAJI0 MOJIYYUTh UTC
COOBITHS
4. | Type Turnbl coOBITHH, Type - MoskeT npuHUMaTh 3HAYCHHE:
KOTOpbIE — 3 (Ilpenynpexnenue);
HEO00XO0IUMO — 5 (Mudopmarus).
HOJYYHTh Ecnu mapamerp oTcyTCTBYET, TO
MOUCK OyJIET OCYIIECTBIATHCS
0e3 yuéra TUTIOB COOBITHIA
5. | DeviceType Tun ycrpoiicts, mo | DeviceType| - Bo3MoxHbIE 3HAUECHHUS CM. B II.
KOTOPBIM HaJ0 3.2.3.
MOJTYYUTh COOBITHS Ecim mapameTp OTCYTCTBYET, TO
MOUCK OyZIeT OCYIIECTBIATHCA
0e3 yuéTa KOHKPETHOTO THTIa

© Koproparus CKAUPOC
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Ne HaunmenoBanue Onucanune Tun 0013.
IIpumeuanue
arpulyra JAHHBIX
YCTpOICTBA.
6. | EventName HaunmenoBanue EventName | - Bo3MoxHBIE 3HaUEHUS CM. B II.
COOOIICHHH, 3.2.4.
KOTOpBIE Ecnu mapamerp oTCyTCTBYET, TO
HEOOXOAMMO MOUCK OyJI€T OCYIIECTBISATHCS
HOJTYYHTh 0e3 yuéTa KOHKPETHOTO
COOBITHS
7. | Deviceld YHUKaJIbHBIT GUID - Ecnu nmapamerp oTcyTCTBYET, TO
UACHTU(UKATOD MOUCK OyJIeT OCYIIECTBIATHCS
YCTPOMCTB, IO 0e3 yuéTa KOHKPETHOTO
KOTOPBIM HaJ10 ycTpoiicTBa
MOJYYUTHh COOBITHS
8. | Personld YHUKaJIBbHBIN GUID - Ecnu mapamerp oTcyTCTBYET, TO
UICHTH(PUKATOP MTOMCK OYJeT OCYIIECTBIISATHCS
YeroBeKa, COOBITH S 0e3 yuéTa KOHKPETHOI0
10 KOTOPOMY YeoBeKa
HE0O0XOAMMO
MOTYYUTh
9. | Carld YHUKaJIbHBIN GUID - Ecnu mapamerp oTcyTcTBYET, TO
uneHTudukaTop MOUCK OyZIeT OCYIIECTBISATHCS
aBTOMOOUJIS, IO 0e3 yuéTa KOHKPETHOI 0
KOTOPBIM HaJ0 aBTOMOOMJIS
HOJYYUTH COOBITHS
10. | Full [puznak boolean - Ecmu «true», To B cOOBITHAX
HEOOXOTUMOCTH OyIyT BEIBOJUTHCS TIOJHBIE
MOJTHOT'O OMHCAHUS oInucaHus 00bEKTOB JOCTYIIA,
00BEKTOB JOMMycKa MpU HAJTMYUHU JaHHBIX B BJ]
B OTBET CKVY . Unaue Tomsko GUID.
3.2.3. IlepeueHb BO3MOXHBIX 3HaueHWH THUIOB yctporcTB (DeviceType)

npeacTasiieH B Tabnuia 2.

© Koproparus CKAUPOC
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Tabmuna 2
Ne 3Hauenue HanmeHoBaHHe THIIA YCTPOICTBA
1. 8 Touka noctyna
2. 9 Touka npoe3na
3. 10 Touka npoxoja

3.2.4. IlepeueHb BO3MOXXKHBIX 3Ha4YeHW# mapamerpa EventName (tum int)

npeacTasiieH B Tabnuia 3.

Tabmumna 3

Ne n/m EventName Hms codbiTHA
1 1 Bxon
2 2 Brixon
3 3 Bresn
4 4 Briesn
5 5 [Ipoxon
6 6 Bbesn mo aBapuiiHOMY OTKPBITHIO
7 7 Brie3q o aBapuiiHOMY OTKPBITHIO
8 8 [Tpoxo 1o aBapuiiHOMY OTKPBITHIO
9 9 [Tpoe3n mo aBapuitHOMY OTKPBITHIO
10 10 Joctyn pa3pemén
11. 11 Hoctyn 3anpemén
12. 12 HewnsBecTHbIi K04
13 13 HewunssectHblil HoMep
14, 14 HewnsBectHoE nuio
15 15 Bo3MoxHO HEmpaBOMEpHOE UCII0Ib30BaHUE KJIIOUYa
16 16 Ommbka naeHTHUKALIH
17. 17 [Ipoxox He COBEPILIEH 11O TaliMayTy
18 18 YcnenHoe moATBepkKACHUE TOCTYIIA
19. 19 [Ipoesn
20 20 HewnsBecTHEBIH KO
21 21 OTtkpbiTHE
22. 22 3akpsiTHE

3.2.5. Ilpumep URL c 3amonHeHHBIME TapaMeTpamMu JJisl BBIMIOJIHEHUST METO/Ia:
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https://192.168.0.1:443/log/acs?Page=0&DateTimeFrom=2023-06-
01T719:00:00.000+03:00&DateTimeT0o=2023-06-01T21:00:00.000+03:00

3.2.6. Onucanue mapamMeTpoB Tea OTBeTa npescrapieHo B Tabmuna 4.

Tabnuia 4
Ne HaumeHnoBanmue Onucanue Tun O0s3.
IIpumeuanue
arpudyra AAHHBIX
1. | TotalNumber [TonHoe koMuecTBO | int +
COOBITHH 11O 3a1pocy
(B oTBETE)
2. | TotalNumberOnPage | KomuuectBo coObiTHiT | INt +
10 3a1pOCy Ha
TEKYIIEH CTpaHUIIe
3. | TotalPages Bcero crpanuis ¢ int +
OTBETaMHU I10 3aIPOCY
4. | Page Bo3sBpamennas int + COOTBETCTBYET HOMEPY
CTpaHUIIA TAHHBIX 3aMpONIEHHON CTPAHUIIBI
5. | DateTimeFrom Bpewms u3 3ampoca datetime + BpeMmsi B popmare RFC3339 B
UTC
6. | DateTimeTo Bpewms u3 3ampoca datetime + Bpemsi B popmare RFC3339 B
uTC
7. | Type Tunel coObITUI U3 Type -
3armpoca
8. | DeviceType Tun ycrpoiicTsa u3 DeviceType | -
3ampoca
9. | EventName HanmeHnoBanue EventName | -
COOOIIIEHUS U3
3arpoca
10.| Deviceld YHUKaJIbHBII GUID -
UIeHTHPUKATOP

YCTpOHCTBA U3

3ampoca
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Ne HanmeHnoBanue Onucanne Tun O03.
IIpumeuanue
arpudyra JAHHBIX
11.| Personld YHUKATIbHBII GUID -
UIeHTH(PUKATOP
YelloBeKa M3 3ampoca
12.| Carld YHUKaJIbHBIH GUID -
UACHTU(UKATOD
aBTOMOOWJIS U3
3arpoca
13.| Full [Tpu3HaK MOJHOrO boolean -
OIHCaHUsI 00HEKTOB
J0IyCcKa
14.| EventList Maccus ¢ onucanueM | Event - MHO0XecTBO 3anucei o
COOBITHIA COOBITHSIX, KOTOPOE PaBHO
TotalNumberOnPage.
3.2.7. Onucanue Tumna ganHbIX Event npeacrasneno B Tabmuma 5.
Tabmuma 5
Ne | HaumenoBanue arpudyra | HammenoBanue Tun O0s3. ITpumeyanue
noJist
1. | Eventld VHUKaJIBHBII GUID +
UICHTU(DUKATOD
COOBITHS B
VideoNet
2. | DateTime Bpewms cobwitist | datetime + Bpewms B popmate
RFC3339 8 UTC
3. | Type Tumn coObITHs int + MosxeT npuHUMaTh
3HAUYCHUE:
— 3 (Ilpenynpexnaenne);,
— 5 (Mudopmarus).
4. | EventName HaumenoBanue | int + Bo3moxxHbIE 3HaUEHUS
COOOTIICHMS cMm. B 1. 3.2.4
5. | KeyData Kon/momep string - [IpoTokonupyercs, eciu
KITF09a B COOBITHHU B Ka4eCTBE
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HanmenoBanue arpudyra

HanmenoBanue

moJIs

Tun

0053.

IMpumevanue

UICHTH(PHUKATOPA YKa3aH

KIIIOY

CarNumber

Homep

aBTOMOOWJIA

string

[IpoTokomupyercs, eciau
B COOBITUU B KaY€CTBE
uAeHTU(UKATOPa yKa3aH

HOMEP aBTOMOOMIISI

DeviceType

Tun ycrpoiicTsa,
10 KOTOPOMY
copMHUpPOBaHO

COOO0IIIeHNS

int

Bo3moskHBIE 3HaUCHUS

cM. B 1I. 3.2.3.

Deviceld

YHUKaNbHBIN
UIeHTHDUKATOP

yCTpOiCTBa

GUID

DeviceName

Wwms ycrporicTBa

string

10.

OriginalEventText

TlomHEbIi TEKCT

co0011IeHNs

string

11.

Hostld

YHUKAJIbHBIN
UIECHTUPUKATOP

KOMIIbIOTEPA

GUID

12.

HostName

Nwmsa
KOMITBIOTEPA, HA
KOTOPOM
MPOU3O0IILIO0

coOBITHE

string

13.

PersonDescription

[TapameTpsl
4eJI0BeKa, K
KOTOpOMY
OTHOCHUTCA

coOBITHE TOCTYIIA

PersonResult

OnuncaHue CTPyKTYpBI
PersonResult cm. B 1.
3.2.8.

JlanHble epenatorcs,
ecliu coOBITHE T0CTYIA
OTHOCHTCS K YEJIOBEKY,
3apEeruCTPUPOBAHHOMY B

bJI CKY I, mm
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Ne | HaumenoBanme arpubéyra | HammeHoBaHue Tun O0s3. Mpumeuanue
NoJIfl
CBSI3AHHOMY C 3TUM
YEJIIOBEKOM
ABTOMOOMITIO.
14.| CarDescription [TapameTtpsl CarResult - Onucanne CTPYKTyphbI

aBTOMOOUJIA, K
KOTOpOMY
OTHOCHTCS

coOBITHE 1OCTYIIA

CarResult cm. B 1. 3.2.9.
JlanHBIE TIEpenaroTcs,
eciiu coObITHE AOCTYIA
OTHOCHUTCS K
aBTOMOOUITIO,

3aperuCcTPUPOBAHHOMY B

bJI CKY

15.| ACSDBInfoDescriptionResult

[TapameTtpst B/I
CKVY/[, ¢
KOTOPOH
MIPOXOJUJIIO
CpaBHEHME MMPU
BO3HUKHOBEHUHU

COOBITHSA

ACSDBResult| +

OnucaHue CTPYKTYPbI
ACSDBResult cm. B 1.
3.2.11

3.2.8. Onucanne cTpykTyphl «PersonResulty, mnepenaromeir B Tene 3ampoca

napaMeTpsl YeJI0BeKa, MpeIcTaBieHo B Tadmuuia 6.

Tabmumna 6
Ne Nwms arpudyra Onucanue nmoJs Tun O0s3. Mpumeuyanue
1. | Personld YHUKaJIbHBIN GUID +
UIeHTHDUKATOP
YeJI0BeKa
2. | Name Wms yenoBeka string -
3. | Patronymic OruecTBO yenoBeka | String -
4. | Surname damunus uenoseka | string -
5. | Number TaGenbHbIit HOMEp | String -
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Ne Nms arpudyra

Onucanue mMoJas

Tun

0093.

ITIpumevanue

6. | Positionld

VHUKaIbHBIN
UJIECHTH(PUKATOP

JOJDKHOCTHU

GUID

7. | PositionName

HasBanue

JOJDKHOCTH

string

8. | Groupld

VHuKaIbHBIH
UICHTU(DUKATOD
TPYIIITBI
(mompa3nenenus), B
KOTOPYIO ONIPENEIIEH

YCIOBCK

GUID

9. | GroupName

Ha3Banue rpynmnsl
(mompasznenenus), B
KOTOPYIO ONPENEIIEH

YCIIOBCK

string

10.| Comment

KomMmenTapnii k

JaHHBIM 4YCJIOBCKa

string

11.| PersonalPhoneNumber

Homep nuunoro

tenedoHa

string

12.| WorkPhoneNumber

Homep pabouero

TenedoHa

string

13.| Email

Anpec 3JIEeKTpOHHOMI

ITOYTHhI

string

Ecau nouToBBIX azpecoB
HECKOJIbKO, TO OHU OyAyT
OTZAEJIEHBI JPYT OT Ipyra

TOYKOMU C 3aIIsITON

3.2.9. Onucaunue

cTpykTypsl  «CarResulty,

napameTpbl aBTOMOOWIISI, TIpeIcTaBiaeHo B Tabnuia 7.

Hepezla}omeﬁ B TCJIC 3alpoca

TabOmuna 7
Ne HaunmeHoBanue HaumeHoBanue Tun O03. IIpumeuyanue
arpudyra moJist AAHHBIX
1. | Carld YHHUKaTbHBIH GUID +
UACHTU(DUKATOD

© Koproparus CKAUPOC

21




VideoNet

Meroap! 3ampocoB coObITHii xKypHanoB no REST API

Ne HaunmeHoBanue HaumeHoBanue Tun O0s3. IIpumeyanue
arpudyra oJist JAHHBIX
aBTOMOOUJIS
2. | Number Homep string -
3. | Color IBer int - Bo3MoskHBIE 3HAYCHUS CM. B 1.
3.2.10
4. | Model Monenb string -
5. | Comment KomMmenTapwmii k string -
JTAaHHBIM
aBTOMOOUJIS

3.2.10. Ilepeuenn

BO3MOXHBIX 3HaueHU# mapamerpa Color (tum int) mpencrasien

B Tabnwua 8.
Tabmuna 8

Ne n/m Color Ha3Banmue nBera
1. 0 OTcyTCTBYeT 3HaUEHHE L[BETA B IIapaMeTpax aBTOMOOMIIS
2. 1 UepHhbrit
3. 2 CepebpucTblit
4. 3 benbrit
5. 4 Ceppiii
6. 5 Cunnit
7. 6 Kpacupsrit
8. 7 3eneHbli
9. 8 Kopuunessrii
10. 9 bexeBnrii
11 10 lNonmy6Goit
12. 11 3omnoroi
13. 12 [TypriypHbrii
14. 13 DHONEeTOBBIH
15 14 Kenterit
16 15 OpanxeBblit
17 16 Po3oBarit
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3.2.11. Onucanue crpykrypel ASCDBResult, mepenaromeii B Telie 3ampoca
napametpsl b/l CKVY I, npencrasieno B Tabmmma 9.

TabGmuma 9
Ne HaumeHnoBanue HaumeHnoBaHue Tun 0O0n3.
IIpumeyanue
arpudyra NG JaAHHBIX
1. Id VHUKATBHBIN GUID +
uneHtudukarop b1
CKVY]
2. | Name Wwmsa BJI CKY T string +

3.2.12. IIpumep Tena oTBeTa:

"TotalNumber":2,
"TotalNumberOnPage": 2,
"TotalPages": 1,
"Page":0,
"DateTimeFrom": *2023-06-01719:00:00.000+03:00",
"DateTimeTo": "2023-06-01T21:00:00.000+03:00",
"Type":5,
"DeviceType": 8,
"EventName": 1,
"Deviceld": "BF94A6DA-6366-4F9C-958A-E02C00B50C4D",
"Personld": "5615E6F9-79C3-4623-9B18-21C194FEC2CC",
"Full": false,
"EventList":[
{"Eventld": "DDC46864-C6B8-4514-989E-9BD333B66374",
"DateTime": "2023-06-01T19:10:00Z",
"Type": 5,
"EventName": 1,
"KeyData":"5/34",
"DeviceType": 8,
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"Deviceld": "BF94A6DA-6366-4F9C-958A-E02C00B50C4D",

"DeviceName": "I naenbiit 6x00",

"OriginalEventText": "Bxoo «llempoe C.H.» no xniouy 5/34. Touxa docmyna
«I nasnwlii 6x00»",

"Hostld": "804EE028-FF27-47A4-9AA7-7CESFD3F4ABE",

"HostName™": "Server 1",

"PersonDescription™: {"Personld":"5615E6F9-79C3-4623-9B18-
21C194FEC2CC"},

"ACSDBInfoDescriptionResult": {"1d":"2376B4EC-7661-4EEF-89DC-

E2F720425BE8",
"Name":"baza CKY/[ KONDRATIEVA"}

2

{"Eventld": "D36B28B5-AE1C-4D7A-AD1A-FE51236E2064",

"DateTime": "2023-06-01T20:40:00Z",

"Type": 5,

"EventName": 1,

"KeyData":"5/34",

"DeviceType": 8,

"Deviceld": "BF94A6DA-6366-4F9C-958A-E02C00B50C4D",

"DeviceName": "I nagnbii 6x00",

"OriginalEventText": "Bxoo «Ilempos C.H.» no kmouy 5/34. Touka docmyna
«I nasnvwiit 6x00»",

"Hostld": "804EE028-FF27-47A4-9AA7-7CESFD3F4ABE",

"HostName": "Server 1",

"PersonDescription™: {"Personld":"5615E6F9-79C3-4623-9B18-
21C194FEC2CC"},

"ACSDBInfoDescriptionResult": {"1d":"2376B4EC-7661-4EEF-89DC-
E2F720425BE8",

"Name":"basa CK'Y/[ KONDRATIEVA"}
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IMPUJIOKEHHUE
TECTOBOE ITPUJIOKEHHUE

TecroBoe TpUIIOKEHUE BBHIMOJHACT 3ampoc Ha cepBep VideoNet u mossosser

OLICHUTh KOPPEKTHOCTH BBIMOJHEHUSI HACTPOECK, YKa3aHHBIX B pazjele 2.

Hcxoanblii kox Ha Python

JIyi1 KOppEeKTHON OTmpaBKH 3ampocoB Ha cepBep VideoNet nHa s3pike Python B
3anpoce HeoOXoaumo ykazaTh (aitnbl «msa cepmugurxama.Crty, «Hmsa cepmugurxama-
decrypted.key» u «ms cepmughuxama.pemy (cm. 2.2.15.2).

ITpumep ckpumnra:
import requests
def main () :

url = 'https: est.videonet.ru/loc cs?DateTime
3 neFrom=2020-07-10T11:00:0C

in', '111111"),
cert.crt', 'ssl

print (r.status code)

if name == " main ":
main ()

B pe3ynbrare BBINOJHEHMS] CKpPUNTa C 3alpOCOM MpU MPaBUIBHON HAaCTpOUKE,

BBITIOJTHEHHOM COTJIACHO pa3zeity 2, noypkeH npuiitu Koz 200.

HUcxonuwiii kox Ha C#

Kon nanmmcan Ha .NET Core 7.0 u nomken pa3meniatbes B daiine Program.cs.
[Ipumep kopa:

using System.Runtime.InteropServices;
using System.Security.Authentication;
using System.Security.Cryptography.X509Certificates;

using System.Text;

username "admin";

password B o e e B o

© Koprnopamus CKAMPOC 26



VideoNet Metozpl 3ampocoB coObITHii KypHanoB o REST API

baseAddress "https://test.videonet.ru";
crtFileName "ssl/cert.crt";
decryptedKeyFileName = "ssl/cert-decrypted.key";
getQuery = "https://test.videonet.ru/log/acs?DateTimeTo=2025-12-27T19:00:00.000+03:00&DateTimeFrom=2020-07-
10T11:00:00.000+03:00";

X509Certificate2 CreateCertFromPemFile( certPath, keyPath)
{

if (!RuntimeInformation.IsOSPlatform(0SPlatform.Windows))
return X509Certificate2.CreateFromPemFile(certPath, keyPath);
using cert = X509Certificate2.CreateFromPemFile(certPath, keyPath);

return X509Certificate2(cert.Export(X509ContentType.Pkcs12));

handler = HttpClientHandler();
handler.ClientCertificateOptions = ClientCertificateOption.Manual;
handler.SslProtocols = SslProtocols.Tls12;
handler.ClientCertificates.Add(CreateCertFromPemFile(crtFileName, decryptedKeyFileName));

client = HttpClient(handler)

BaseAddress = Uri(baseAddress),

encoded = Convert.ToBase64String(Encoding.GetEncoding("IS0-8859-1").GetBytes(username + + password));
client.DefaultRequestHeaders.Add("Authorization", $"Basic {encoded}");

result = client.GetAsync(getQuery);

Console.WriteLine($"Result code: {( )Jresult.StatusCode} - {result.StatusCode}");
Console.WriteLine($"Result body: {result.Content.ReadAsStringAsync().Result}");

.WriteLine($"Press Enter for exit..");

Console.ReadLine();

IIpy 3anycke CKOMOWJIMPOBAHHOTO TECTOBOTO IpUMEpPA NPU IPABWIBHON

HaCTpOﬁKC, BBIIIOJTHEHHOM COTJIaCHO pasaciy 2, JOJDKCH HpHﬁTH OTBCT Ha 3aIIpOoC C KOAOM

200.
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